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John K. Webb
Special Assistant United States Attorney
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I. Introduction
As unlikely as it might seem at first, a littleknow n felon y frau d sectio n of the Socia l Secu rity
Act (42 U.S.C. § 406, 1-189) (the "Act") has
emerged as a highly effective weapon in the
domestic war against terrorism. Since the terrorist
events of September 11, prosecutors in some
districts have used § 408 (a)(7 ) of Title 42 to
charge and detain individuals suspected of
engaging in, or suborning, terrorist activities, and
who have misused or misrepresented a social
security account number ("SSN"). Specifically,
unde r § 40 8(a)( 7) of th e Act, a perso n is sub ject to
crimin al pen alties if h e or sh e:
(1) w illfully, k now ingly, a nd w ith an in tent to
deceive uses a social security number on the
basis of false information furnished to the
SSA (408 (a)(7 )(A)) ;
(2) fa lsely re prese nts, with an inte nt to
dece ive, a n umb er to be the soc ial secu rity
number assigned to him or her or to another
person (408(a)(7)(B )); or
(3) knowingly altered a social security card
issued by the SSA, bought or sold a card that
was, or was purported to be, a card so issued,
counterfeited a social security card, or
poss essed a socia l secur ity card or cou nterfe it
social security card with an intent to sell or
alter it (408( a)(7)(C )).
An individual who wrongfully uses or
misrepresents a social security number can also
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face criminal penalties under 18 U.S.C. § 1001,
which makes it a criminal offense to make false
statements in any matter under the jurisdiction of
any federal department or agency of the
United States. Thus, in any instance where an
individual has misused or misrepresented a social
security number on a document presented to any
feder al dep artme nt or ag ency , two se parate
felonies may be charged using 42 U.S.C.
§ 408(a)(7)(B) and 18 U.S.C. § 1001,
respectively. Similarly, a person who uses or
provides counterfeit social security number cards
can be charged with violations of both 42 U.S.C.
§ 408(a)(7)(C) and 18 U.S.C. § 1028(a)(6) and
(7), which prohibit the knowing transfer of stolen
or false identification documents. The same
misuse of social security numbers can be applied
to othe r form s of fra ud an d misr epres entatio n with
respect to government documents, including false
attestations and/or statements made to employ ers
on I-9 forms for the purpose of satisfying a
requirement of § 274A(b) of the Immigration and
Nationality Act, 8 U.S.C. § 1324(b), and false
statem ents m ade o n app lication s for F AA s ecurity
badges, passports, visas, or asylum applications.
See 18 U.S .C. § 154 6(b)(2 ) and (3 ).
A person convicted of a violation of
§ 408 (a)(7 ) is guilty of a C lass D felony , and w ill
be fined or imprisoned for not more than five
years , or bo th. Bec ause mos t terroris t suspe cts
have engaged in some form of SSN misuse,
identity theft, or immigration fraud, prosecutors
generally prefer charging social security number
misuse under § 408(a)(7)(B). This section
provides prosecutors with a reliable and
convenient means of charging and detaining
individua ls suspe cted of ter ror-relate d activities.
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II. Rampant misuse of social security numbers
amo ng ind ividua ls living or op eratin g illega lly
in the United States
Investigations by the FBI and other law
enforcement agencies since September 11 have
identifie d a larg e num ber of aliens liv ing w ithin
the United States who are actively utilizing false
identities supported by bogus docu mentation. In
almost every instance, this includes the use of
coun terfeit o r frau dulen tly issue d soc ial secu rity
numbers, or legitimately issued numbers that have
been stolen from other individuals or issued
illegally by a corrupt SSA employee. Fraudulent
SSN 's are u sed to obtain driver s' licens es, to
secu re em ploym ent, to a pply f or loan s and credit
cards, and to live anonymously while avoiding
detection by federal and state authorities.
Sometimes the SSN’s are completely fictitious,
comprised of a random combination of familiar
num bers. W hile the se nu mbe rs are usua lly easily
detec ted by law en force men t, they c an be quick ly
and cheaply purchased on the black market and
provide sufficient deception to secure the thief
quick access to public services. Other times
identity thieve s ado pt nam es and social s ecurity
numbers culled from newspaper death notices, or
from information lists found on the Internet. For
example, some Internet hacker sites provide
exten sive lists of soc ial secu rity nu mbe rs, both
legitim ate an d bog us, av ailable to any one w ith
access to the sites. In addition, these Internet sites
sometimes include corresponding names,
addresses, dates of birth, telephone numbers, and
credit card numbers of individuals. In one instance
in 2001, the Office of the Inspector General/Social
Security Administration (“OIG/SSA”)
investigated and prosecuted an individual who
adve rtised s evera l thous and v alid so cial sec urity
num bers ( with n ame s) for p urch ase on eBay , with
bids for e ach nu mber starting at on e dollar.
In some instances, a legitimate number (one
actually issued by SSA) can be purchased from a
black-market vendor who has stolen the number
from an unsuspecting individual. When a
legitim ate soc ial secu rity nu mbe r hold er has his
number stolen, she is usually unaw are of the theft
until her credit is destroyed or her identity is used
criminally by the thief. A legitimate SSN, unless
reported stolen, will allow the thief almost
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unlimited access to employment, credit cards,
replacement social security cards, driver’s license,
and any other sensitive identity document
available to a legitimate social security number
holder.
It is not unusual for an alien to deceive SSA
into issuing a valid social security number by
filing applications containing false information
supported by bogus identity documents. In order
to secu re a ne w or r eplac eme nt soc ial secu rity
number, SSA requires that an individual show
proof of identity, including at least two
identification documents such as a driver's license,
U.S. passport, birth certificate, U.S. government
or state employee ID card, school ID card, record,
or report card, marriage or divorce record,
military records, clinic, doctor, or hospital
records, adoption records, or alien registration
numb er. See SSA Programs and Operations
Manual ("POMS ", §§ RM 00 203.100-400 (20 01).
Library cards, vehicle registration, rental or lease
agreements, credit cards, check cashing cards,
bank deposit slips, telephone or utility bills, or
any identification documents issued by a
com merc ial firm are no t cons idered identity
documents and cannot be used to secure a social
security n umbe r. See POMS § RM 00203.770.
Unfortunately, very well-crafted, false
identification documents are available on the
Internet and/or can be easily purchased on the
black market. SSA frequently discovers and
rejects applications for social security numbers
that are supported by a combination of bogus
identity do cume nts, includ ing a fak e driver's
license, counterfeit birth certificate, fake baptism
certificate, or false INS alien registration number.
However, some bogus docu ments are almost
impossible to detect, and SSA sometimes issues
social security numbers that are based on
fraudulent representations. Once a new SSN has
issued, SSA has little ability to prevent fraud or
misuse associated with the number, and the
recipie nt is fre e to live , work , and tra vel fre ely
within the United States until his illegal activities
are discovered. In recent testimony be fore
Con gress , SSA Com missio ner Ja mes B . Lock hart,
III rep orted that an audit o f socia l secur ity
numbers issued during 2001 revealed that 999 of
3,557 original SSN applications reviewed by the
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SSA/OIG were approved based on improper
eviden tiary doc umen tation. (See Testimony of
James B. Lockhart, III, U.S. Senate Committee
On F inanc e, con firma tion he aring for D eputy
Com mission er of SS A, 11/1 5/01).
Legitimate social security numbers issued by
corru pt SSA emp loyee s are th e iden tity
documents most prized by identity thieves and
bring the m ost va lue on the bla ck m arket. N ewly
issued social security numbers are almost
impo ssible to detec t and p rovid e a leg itimate
cove r for illeg al activ ities and for alie ns see king to
blend into American society. In the past five
years, the SSA Inspector General has investigated
fifty-five cases involving sixty-one SSA
employees who have disclosed, sold, or released
SSN in forma tion. (See Testimony of James B.
Lockhart, III, U.S. Senate Committee On Finance,
confirmation hearing for Deputy Commissioner of
SSA, 11/15/01). Criminal allegations involving
SSA employees include the processing of false
social security number card applications, the
selling of legitimate social security numbers, and
the printing of counterfeit social security number
cards. Forty-five cases have resulted in criminal
convictions, approximately half of which resulted
in incarceration of the corrupt employees. Until 911, a long-standing SSA policy allowed
individuals to obtain up to fifty-two
“replacement” social security cards during any
one-year period. Prior to the events of September
11, audits by the SSA Inspector General had
identifie d this p olicy o f almo st unlim ited ac cess to
“replacement” social security cards as ripe for
abuse, noting that during year 2000, 192
individuals obtained six or more replacement SSN
cards. ( See Testimony of Jam es B. Lockhart, III,
U.S. Senate Committee On Finance, confirmation
hearing for Deputy Commissioner of SSA,
11/15/0 1).
III. The statutory framework of 42 U.S.C.
§ 408(a)(7)(A)-(C)
In 1981, Congress amended the misdemeanor
prov isions o f the A ct, ma king S ocial S ecurity
fraud (includ ing SS N mis use) a felony , punis hable
by five years in prison and a fine up to $5,000.
(See 1981 Amendments. Pub. L. 97-123). The
SSA felony fraud statute, cited as 42 U.S.C.
§ 408( a)(1)-(8 ), contain s the Soc ial Secur ity Act's
M A Y 2002

prima ry crim inal pro vision s. The statute, s et forth
below in pertin ent pa rt, com preh ensiv ely sp ells
out res traints o n frau d by s pecify ing req uirem ents
for disclosure of specific events, and by
identifying facts that affect the right to payment of
SSA b enefits.
In general
Whoev er–
(7) fo r the pu rpose of cau sing a n incre ase in
any payment authorized under this subchapter
(or an y othe r prog ram f inanc ed in w hole o r in
part from federal funds), or for the purpose of
causing a payment under this subchapter (or
any such other program) to be made when no
payment is authorized thereunder, or for the
purpose of obtaining (for himself or any other
perso n) any paym ent or a ny oth er ben efit to
which he (or such other person) is not entitled,
or for the purpose of obtaining anything of
value fro m any person , or for any other
purpose (emphasis added)
(A) w illfully, k now ingly, a nd w ith inten t to
deceive, uses a social security account
number, assigned by the Commissioner of
Social Security (in the exercise of the
Commissioner's authority under
§ 405(c)(2)(A) of this title to establish and
maintain records) on the basis of false
information furnished to the Commissioner of
Social Security by him or by any other
person;
(B) with intent to deceive, falsely represents a
number to be the social security account
number assigned by the Commissioner of
Social Security to him or to another person,
when in fact such number is not the social
security account number assigned by the
Com missio ner of Socia l Secu rity to him or to
such other person;
(C) knowingly alters a social security card
issued by the Commissioner of Social
Security, buys or sells a card that is, or
purports to be, a card so issued, counterfeits a
social security card, or possesses a social
secu rity car d or co unter feit soc ial secu rity
card w ith inten t to sell or alter it.
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IV. Legislative history of the fraud provisions
of 42 U.S.C. § 408(a)
A. The 1972 amendment
In 1972, misdem eanor fraud provisions w ere
first added to the Act, designed by Congress for
the sole purpose of preventing any person from
obtaining federal benefits by using a fraudulent
social security number. Specifically, the Act’s
1972 fraud subsection forbade anyone from using
a social security number to increase any payment
or to ob tain an y imp rope r paym ent or b enefit
under any fed eral prog ram. ( See Socia l Secu rity
Amendments of 1972, Pub.L. No. 92-603, sec.
130(a), 1972 U.S.C.C.A.N. 1548, 1586; See also
H.R.C ONF .R EP . N O . 92-1605(1972) reprin ted in
1972 U.S.C.C.A.N. 4989, 5370, 5373 (citing
prevention of improper benefit payments as the
sole pur pose b ehind the new p rovision s)).
B. The 1976 amendm ent
In 1976, the reach of the penalty was
expanded substantially when the Act was
amended to include not only those who sought
unauthorized or excessive federal benefits, but
also those who misuse d social security numbers
"for any other purpose ."(emp hasis ad ded). ( See
Tax Reform Act of 1976, Pub.L. No. 94-455, sec.
1211, 90 Stat. 1520, 1711 (1976); codified at 42
U.S.C. § 405(c)(2)(C)(i)) (the "1976 Act"). The
House Conference Report to the 1976 Act spoke
directly to the broadened statutory language,
stating:
[The Senate amendment] makes a
misdemeanor the willful, knowing, and
deceitful use of a social security number for
any purpose . In add ition, the Sena te
ame ndm ent ch ange s the P rivacy Act so that a
State or political subdivision may use social
security numbers for the purpose of
estab lishing the ide ntificatio n of ind ividua ls
affected by any tax, general public assistance,
driver's license, and motor vehicle registration
laws.
See H.R.C ONF .R EP . N O . 94-1515 (1976),
reprin ted in 1976 U.S.C.C.A.N. 2897, 4030,
4118, 4 194-9 5.
In a particularly revealing and crucial portion
of the legislative history, the 1976 report of the
4

Sena te Fina nce C omm ittee also soug ht to ex plain
the addition of the words "for any other purpose"
to the A ct:
Wh ile the S ocial S ecurity Act cu rrently
provides criminal penalties for the wrongful
use of a social security number for the
purp ose o f obtain ing or increa sing c ertain
bene fit paym ents, in cludin g soc ial secu rity
benefits, there is no provision in the Code or
in the Social Security Act relating to the use
of a social security number for purposes
unrelate d to ben efit paym ents. The
comm ittee believes that social security
numbers should not be wrongfully used for
any purpose . (Emphasis added ).
See S.Rep. No. 94-93 8(I) (1976), reprinted in
1976 U .S.C.C.A .N. 343 8, 3819 .
This insightful look into legislative history
dem onstra tes that C ongr ess ha s une quivo cally
explained that the words "for any other purpose"
mean precisely what they say. Courts have
reached similar conclusions regarding the
legislative intent behind the words "for any other
purpose." See United States v. Silva-Chavez, 888
F.2d 14 81 (5th C ir. 1989) .
C. The 1981 amendm ent
In 1981, Congress again amended 42 U.S.C.
§ 408, changing the offense from a misdemeanor
to a felony and adding the language "or for the
purpose of obtaining anything of value from
any person" before "or fo r any o ther p urpo se."
(emp hasis ad ded). ( See Omnibus Reconciliation
Act, Pub.L. No. 97-123, sec. 4, 95 Stat. 1659,
1663-64 (1981)). While the House Conference
Report accompanying the amendment offers no
explanation of the reasons for the change (see
H.R.C ONF .R EP . N O . 97- 409 (1981)) reprin ted in
1981 U.S.C.C.A.N. 2681, 2687-88), the text of the
ame ndm ent m akes clear C ongr ess' inte nt both to
punish a broader range of acts and to impose a
stiffer penalty. In summing up the prior law the
House Conference Report stated:
Criminal penalties are provided for: (1)
knowingly and willfully using a social
security number that was obtained with false
information, (2) using someone else's social
security number, or (3) unlawfully disclosing
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or com pelling the disclosu re of som eone e lse's
social sec urity num ber.
See H.R.C ONF .R EP . N O . 97-409 (1981 ), reprinted
in 1981 U .S.C.C.A .N. 268 1, 2687 .
V. Charging decisions and elements of the
crime: 42 U.S.C . § 408(a)(7)(A)-(C)
The felony provisions of 42 U.S.C.
§ 408 (a)(7 )(A)- (C) ar e partic ularly effec tive in
charging cases where an individual has entered
the country illegally, or has tried to manipulate the
identification systems currently in place. The
elements of proof for each subsection of
§ 408(a)(7) are more flexible than those required
by 18 U.S.C. § 102 8, a better known identity theft
statute, that also conta ins sub sectio ns de aling w ith
the misuse of a social security number. What
follows is a description of each of the three
subsections of § 408(a)(7), including a breakdown
of the elements necessary to prove a charge under
each, and a brief suggestion of when and how
each su bsection should be cha rged.
In an effort to make the discussion of the
charging elements more meaningful, a fact-driven
case s tudy h as bee n pro vided at the en d of this
article. The case study is not necessary to an
understanding of the subsections and elements of
§ 408(a)(7), but the factual description can
prov ide he lpful in sight in to app lying th e elem ents
for the subsections set forth below. The case study
involves an individual indicted, because of venue
issues , in both the Ce ntral D istrict of Califo rnia
and the District of A rizona.
A. 42 U.S.C . § 408 (a)(7 )(A) p rovid es, in
pertinent part:
In general
Whoev er–
(7) . . . . . for the purpose of obtaining
anythin g of valu e from any pe rson, or for
any other purpose (emphasis added)
(A) willfully, knowingly, and with intent
to deceive, uses a social security account
number, assigned by the Commissioner of
Social Security (in the exercise of the
Commissioner's authority under
§ 405(c)(2) of this title to establish and
maintain records) on the basis of false
M A Y 2002

information furnished to the
Com missio ner of Socia l Secu rity by him
or by any other person;
Elements of the crime
The elements required to prove a violation of
§ 408 (a)(7 )(A) a re:
(1) willful and knowing use of a Social
Security account num ber;
(2) with intent to deceive;
(3) based on false information furnished
to the Co mmis sioner o f Social S ecurity.
See 42 U.S.C. § 408(a)(7 )(A).
When to charge?
Any fraudulent use o f a social security card
obtained on the basis of false information supplied
to SSA, and used deceitfully, is actionable and
constitutes a felony for purposes of
§ 408(a)(7)(A). For example: a subject in the U.S.
on a tourist visa secures a non-work SSN using
his French passport. The subject then uses an alias
to file a b ogus applic ation fo r asylu m, res ulting in
INS approval and issuance of a green card and
alien registration number. The subject then uses
his new name and illegally procured INS
docu men ts to app ly for a secon d soc ial secu rity
number, thus completing the creation of a new
identity. The subject then uses the second social
security number to secure credit cards, open bank
accounts, attend flight training, and make
applications for employment as a pilot. The
subje ct’s us e of the social s ecurity num ber is
actionable because he used false and fraudulent
docu men ts (dec eptive ly pro cured from the IN S) to
deceive SSA into issuing him a new social
security number, and he may be charged with a
felony u nder § 4 08(a)(7 )(A). See United States v.
Pryo r, 32 F .3d 11 92 (7 th Cir. 1994) (Defendant
acted "willfu lly, kno wing ly, and with in tent to
deceive," in illegally using social security number
obtained on basis of false information).
B. 42 U.S.C . § 408 (a)(7 )(B) p rovid es, in
pertinent part:
In general
Whoev er–
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(7) . . . . . for the purpose of obtaining
anythin g of valu e from any pe rson, or for
any other purpose (emphasis added)
(B) w ith inten t to dec eive, fa lsely
represents a number to be the social
security account number assigned by the
Com missio ner of Socia l Secu rity to him
or to another person, when in fact such
number is not the social security account
number assigned by the Commissioner of
Social Security to him or to such other
person;
42 U.S.C. § 408(a)(7 )(B).
Elements of the crime
The elements required to prove a violation of
42 U .S.C. § 408( a)(7) (B) ar e:
(1) false representation of a Social
Security account num ber;
(2) with intent to deceive;
(3) for any purpose.
See United States v. Means, 133 F.3d 444, 447
(6th Cir. 1998) (setting forth the elements for
prosecution of a case under 42 U.S.C.
§ 408( a)(7)(B )). See also United States v.
McCormick, 72 F.3d 1404, 1406 (9th Cir. 1995).
Altern ative e lemen ts
The majority of jurisdictions apply the Means
standard as set forth above. However, a few
jurisdictions break down the language of
§ 408 (a)(7 )(B) to includ e a fou rth elem ent:
(1) for any purpose;
(2) with intent to deceive;
(3) represented a particular Social
Security account number to be his;
(4) which representation is false.
See United States v. O'Brien, et. al., 878 F.2d
1546 (1st Cir. 1989).
When to charge?
Subsection (B) is the most commonly charged
subsection of § 408(a)(7) because of its broad
application and straightforward elemen ts of proof.
It is typically charged whenever a subject has
6

misrepresented a social security number to open a
bank acco unt; ap ply fo r a cre dit card ; secur e cred it
for a cell phone; rent or lease an apartmen t or car;
apply for employment; or enroll in flight training.
The ch arging s tandard , “ for any purpose,” is
broad and self-explanatory, and any false
representation of a social security number, with an
intent to deceive, is actionable conduct that may
be cha rged as a felony under § 408(a )(7)(B ). See
United States v. Silva-Chavez, 888 F .2d 14 81 (5 th
Cir. 198 9).
Intent to deceive and the “use” vs.
“possession” distinction
Direc t evide nce is n ot alwa ys ne cessa ry in
order to prove that a defendant intended to use a
social security card or number for deceptive
purp oses. M ere po ssess ion of a socia l secur ity
card or number that does not belong to a
defen dant is som etime s suff icient to supp ort a
finding that the defendant intended to deceive.
United States v. Charles, 949 F.Supp. 365 ( D. VI
1996). In Charles, the go vern men t was u nable to
produce direct evidence that the defendant had
actually applied for a driver's license using a false
social security number, but conclude d that the jury
could infer that the defendant received the social
security card through false representations when
the go vern men t’s evid ence show ed tha t:
(1) the Police Department Licensing Section
had printed defendant's license; and
(2) generally, in order to obtain such a license,
an ap plican t must g ive a so cial sec urity
numb er to the lice nsing ag ent.
How ever, mere posse ssion of fals e iden tity
docu men ts, inclu ding a false s ocial se curity
num ber, m ight no t alway s be en ough to con vict.
Som e cou rts hav e held that the term “ repre sent”
connotes a positive action, not merely passive
possession, and have thus reasoned that Congress,
by using the term “represent,” meant to proscribe
the “use,” not merely the “possession,” of a false
social sec urity num ber. United States v.
McKnight, 17 F.3d 1139, 1144 -45(8th Cir. 1994).
However, the concurring opinions of two
McKnight pane l mem bers u nder score that this is
not a h ard an d fast r ule: “W e write separ ately to
make explicit that possession of an identification
card b earing a false social s ecurity num ber ca n, in

U N I T E D S TATES A T T O R N E Y S' B ULLET IN

M A Y 2002

some instances, provide a sufficient predicate for
a jury to prop erly inf er that a defen dant fa lsely
represented a social security number in violation
of 42 U .S.C. § 408(a )(7)(B )."Id. at 114 6; see also
Unite d State s v. Te itloff, 55 F.3 d 391 , 394 ( 8th
Cir. 1995) (court rejected defendant’s contention
that he did no t techn ically "u se" the social s ecurity
number because the DMV computer system
automatically provided that information when he
supplied the other person's identification
documents).
When a defendant acts willfully and
know ingly
A defendant may be found to have acted
willfully, knowingly, and with intent to deceive,
even if the defendant did not intend to deceive
feder al offic ials wh en he prese nted th em w ith
docu men ts con taining a false social s ecurity
numb er. U.S. v. Pryor, 32 F.3d 1192 (7th Cir.
1994) (defendant's driver's license had been
suspended and he was found to be carrying false
documents which he acknowledged that he
plann ed to p resen t if pulled over f or a tra ffic
violation).
The "moral turpitude" exception
The Ninth Circuit has held that an alien’s use
of a false social security number to further
otherwise legal conduct is not a crime of “moral
turpitude.” Beltran-Tirado v. Immigration and
Naturalization Service, 213 F .3d 11 79, 11 84 (9 th
Cir. 20 00). T he sig nifican ce of th is decis ion lies in
the impact such a conviction would have on the
illegal alien’s eligibility for inclusion on the
Imm igration an d Nation ality Act re gistry. See 8
U.S.C . 1259 . The r egistry statute w as orig inally
enac ted by Con gress in 192 9 as a m eans to
regularize the status of long-time illegal aliens
residing in the United States, and has been
updated periodically since. Under cu rrent registry
provisions, conviction for a crime of moral
turpitu de w ould p reclud e an a lien fro m elig ibility
because he would not be considered “of good
mora l charac ter.”
"Otherwise legal behavior"
In Beltran-Tirado, defendant lived under an
assumed identity, using the name and social
secu rity nu mbe r of the victim to obta in
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emplo ymen t, marry tw ice, obtain a driver's
license, cr edit card s, and a H UD loa n. Beltran 's
earnings attracted the interest of the IRS, resulting
in her arrest and conviction under 42 U.S.C.
§ 408(a)(7)(B) and 18 U.S.C. § 1546(b)(3). The
INS m oved to dep ort her , but the Ninth Circu it
intervened to interpret the legislative history of 42
U.S.C. § 408 and carve out an exception to a
conviction for a crime of moral turpitude by
allowing the use of a false social security number
to further "otherwise legal behavior." The BeltranTirado case appears consistent with an earlier
decision by the Ninth Circuit in which the court
concluded that “the crime of knowingly and
willfully making any false, fictitious or fraudulent
statements or representations to an agency of the
United States is not a crime of moral turpitude
because a jury could convict if it found that the
defen dant h ad kn owin gly, bu t witho ut evil in tent,
made a false but not fraudulent statement.” Hirsch
v. INS, 308 F.2 d 562, 5 67 (9th C ir. 1962) .
Sale o f false or coun terfeit So cial Se curity
cards is a crime of moral turpitude
Another California federal court, citing
Beltran-Tirado (n.8), held that the sale of false or
counterfeit social security numbers is a crime that
involve s mora l turpitude. Souz a v. As hcro ft, 2001
WL 823816 (N.D. Cal.). The court distinguished
between those who sell rather than use false or
counterfeit social security cards (“persons
convicted of the crime of selling false or
counterfeit social security cards have, like persons
convicted of the analogous crime of selling
counterfeit green cards, committed a crime of
moral turpitude”) Id. at *3, and stated that
Congress, in amending 42 U.S.C. § 408,
specifically excluded from the exemption those
who sell, rath er than use, fa lse or c ounte rfeit
social sec urity card s. The r easo n for th is
distinction is apparent. Sale of false alien registry
documents (green cards), as well as the crime of
selling false or counterfeit social security cards,
inherently involves a deliberate deception of the
government and an impairment of its lawful
function s.
Multip le false r epre senta tions a nd the rule
again st multip licity
When an individual makes multiple false
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representations by misrepresenting a social
security number on m ultiple credit card
applic ations , bank acco unts, o r fede ral doc ume nts
relating to employment (I-9, W-4), each use or
representation constitutes a separate offense. Each
of the separate offenses is supportable by a
differ ent set o f pred icate fa cts, an d is actio nable
under § 408(a)(7)(B). In addition, each use or
representation on a federal form is actionable as a
false statement under 18 U.S.C. § 1001, and can
be ch arged as a se parate offen se also supp ortab le
by a d ifferen t set of p redica te facts . Wh ile
charging multiple counts might not be desirable,
doing so when separate predicate facts exist
would not run afoul of the rule against
multip licity tha t proh ibits the c harg ing of a single
offens e in seve ral coun ts. United States v.
Castaneda, 9 F.3d 761, 765 (9th Cir. 1993)
(holding that a defendant may properly be charged
with committing the same offense more than once
as long as each count depends on a different set of
pred icate fa cts); see also United States v. Hurt,
795 F.2 d 765, 7 74-75 (9th Cir. 1 986).
Use of false Social Security on non-federal
docu men ts
It is not necessary that the false use or
representation of a social security number have a
detrimental effect in some way on the government
to be actio nable. See United States v. Holland,
880 F .2d 10 91 (9 th Cir. 198 9). Any use of a false
socia l secur ity num ber on non- feder al doc ume nts
is still actionable under § 408(a)(7)(B). For
exam ple, the subje ct in the case s tudy u sed h is
falsely obtain ed SS N wh en co mple ting m ultiple
applic ations seekin g em ploym ent as a pilot, an d in
applying for taxi permits with airport cab
companies. Even though the airline and cab
company employment applications are not federal
documents, the subject can still be charged under
408(a)(7)(B). Further, it is not necessary to prove
that the defen dant u sed a f alse so cial sec urity
number for payment, gain, or pecuniary value.
United States v. Silva-Chavez, 888 F .2d 14 81 (5 th
Cir. 198 9).
C. 42 U.S.C . § 408 (a)(7 )(C) p rovid es, in
pertinent part:
In general
Whoev er–
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(7) . . . . . for the purpose of obtaining
anythin g of valu e from any pe rson, or for
any other purpose (emphasis added)
(C) knowingly alters a social security card
issued by the Commissioner of Social
Security, buys or sells a card that is, or
purports to be, a card so issued,
counterfeits a social security card, or
possesses a social security card or
counterfeit social security card with intent
to sell or alter it.
Elements of the crime
The elements required to prove a violation of
§ 408 (a)(7 )(C) a re:
(1) kn owin gly alte rs a so cial sec urity
card; or
(2) counterfeits or possesses a social
secu rity car d with intent to sell or a lter it;
or
(3) buys, or sells a social security card.
42 U.S.C. § 408(a)(7 )(C).
When to charge?
This subsection is typically charged when a
subje ct has k now ingly a ltered a social s ecurity
card (usually to remove work restrictions from the
face of the card), or has manufactured or
counterfeited a card or cards for sale on the black
market. This section can also be charged when an
individual is discovered to have purchased a
social security card for his own use or for resale.
Note : Nothing in the case study supports a charge
under 42 U.S .C. § 408 (a)(7)(C ).
Altered or counterfeited cards
In order to qualify as counterfeit, a social
security card must include the name of the number
holder and the social security numb er.
United States v. Gomes, 969 F.2d 1290 (1st Cir.
1992) (“A b ogus docu men t is coun terfeit if it is
calculated to deceive an honest, sensible, and
unsuspecting person of ordinary observation and
care dealing with a person supposed to be upright
and ho nest”). Id. at 1293. Conduct charged under
§408 (a)(7 )(C) m ost co mm only a rises fr om:
1) the p rinting or ma nufa cture o f coun terfeit
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social security cards for resale on the black
market; or
2) the a ltering o f socia l secur ity card s to
remove work restrictions from the face of the
card.
The altered and/or counterfeited cards are then
used to secure false identification documents,
open bank acco unts, a pply f or cre dit card s, and to
work, including employment in sensitive positions
at airports, government facilities, and other
locations requiring security clearances. To qualify
as cou nterfe it, a bog us co py of a socia l secur ity
card does not have to be such a good imitation
that it baffles an exp ert. Gomes, at 1294 (“ . . the
law do es not crim inalize on ly maste rpieces ”).
D. Sentencing Guidelines for 42 U.S.C.
§ 408(a)(7)
Prosecutions under 42 U.S.C. § 408(a)(7) are
gover ned un der the U .S.S ENTENCING G UIDELINES
M ANUAL , § 2B 1.1 (2 001) , whic h cov ers ba sic
econ omic offen ses inv olving fraud or dec eit
(inclu ding f alse ide ntity, the ft, emb ezzle men t,
receip t of stole n pro perty , and p rope rty
destru ction) . The b asic of fense level is s ix, with
offense levels increasing as the loss amount rises.
For a first-time offender with no prior convictions,
the minimum gu ideline range would be 0-6
mon ths. Th is rang e is, ho wev er, sub ject to
possible enhan ceme nts.
Identity theft enhancement
If the social security number misuse includes
possession of any device-making equipment or
counterfeit access device, or the unauthorized
transfer or use of any unlawful means of
identification, or possession of five or more means
of identification unlawfully produced or obtained
by some other means of identification, the offense
level is enhanced by two levels. However, if the
resulting level is lower than twelve, the guidelines
require that the offense level be increased
autom atically to lev el twelve . See U.S.
S ENTENCING G UIDELINES M ANUAL § 2B1 .1(b)(9) .
Cross references with other guidelines
If other offenses are charged in an indictment
along with § 408(a)(7), their guidelines can be
cross-referenced and applied (e.g., 18 U.S.C.
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§ 1001, 18 U.S.C. § 1341, 18 U.S.C. § 1342, or 18
U.S.C. § 1343). These include crimes involving
the theft of a firearm, destructive device,
explosive material, or controlled substance (USSG
§2D1.1); a crime involving unlawful possession,
attempt or conspiracy (USSG §2D2.1); unlawful
receipt, possession, or transportation of firearms
or amm unition (U SSG § 2K1.3 ).
Intended loss
The offense level in cases involving social
secu rity nu mbe r misu se and identity theft fra ud is
calcu lated b y app lying th e guid elines and, if
appropriate, by determining the amount of loss.
U.S. S ENTENCING G UIDELINES M ANUAL § 2B1.1.
In cases involving terrorism suspects, fraud losses
can be generated in a number of ways, including
credit card losses, bank loan fraud, or money
laundering used to fund terrorist activities.
Sometimes fraud losses are interrupted before the
entire crime is completed, resulting in a real
money loss of less than was otherwise intended.
In such cases, if the loss the defendant was
attempting to inflict can be determined, that figure
should be used if it is greater than the actual loss.
The fact that the fraudulent scheme was
interrupted before its full loss was realized is of
no imp ortance . United States v. Lorenzo, 995 F.2d
1448 , 1460 (9th C ir. 199 3) (de fend ants h eld to
higher intended loss for sentencing purposes,
althou gh the y actu ally rec eived a con sidera bly
smalle r sum ); see also United States v. Robinson,
94 F.3d 1325, 1328 (9th Cir. 1996) (holding
intended loss appropriate measure in scheme
interrupte d by a g overn ment stin g opera tion).
Seriousness of offense and course of conduct
Inten tional u se of a false s ocial se curity
numb er is not a triv ial offens e. United States v.
Sullivan, 895 F.2d 1030 (5th Cir. 1990). For
sentencing purposes, a court is not limited to the
conduct comprising the offense of conviction. The
court can also consider the entire course of
condu ct involvin g the def endan t. Id. at 103 2; see
also United States v. Fulbright, 804 F .2d 84 7 (5th
Cir.1986). Where the conduct involving SSN
misuse is particularly egregious, a court can
impose an upward departure beyond the guideline
range. Unite d State s v. Sco tt, 915 F.2d 774, 777
(1st Cir. 1990) (Where defendant fled prosecution
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and stole the identity of another person and
obtained, through fraud, a dead man's SSN,
driver's license, and birth certificate). Upward
departu re is also w arranted when the defe ndant's
prior conduct and criminal history suggests a
similar propensity towards identity theft and
social sec urity frau d. United States v. Myers, 41
F.3d 53 1, 533 (9 th Cir. 199 4).
In considering the facts set out in the case
study , a dep arture for eg regio us co nduc t is
entirely warranted. A strong case can be made for
similar departures in most cases involving
subjects indicted for activities related to the
terrorist events of September 11, and a request for
upwa rd depa rture sho uld be stro ngly co nsidere d.
E. Recent indictments using § 408(a)(7)(B)
AUSAs in Arizona and Los Angeles have
used § 408 (a)(7 )(B) a s the pr incipa l charg e in
several indictments involving individuals on terror
watch-lists, or who are individually suspected of
9/11 r elated activities . It is nota ble tha t all
nineteen of the hijackers in the September 11
attacks had social security numbers, and thirteen
hijackers had obtained them legally (See
Testimony of Hon. James G. Huse, Jr., Inspector
General, Office of the Inspector General, Social
Security Administration, before the Subcommittee
on Social Security of the House Committee on
Wa ys an d M eans ; hearin g on S ocial S ecurity
Administration's response to September 11, 2001
terrorist attacks; dated November 1, 2001). Law
enforcement agencies are still learning about the
extent of their activities, but it should not surprise
anyone that the hijackers, and their suspected
accomplices, committed identity theft and used
false S SN's to blen d into A meric an so ciety w hile
plann ing the Septe mbe r 11 atta cks. In fact,
subsequent investigation has shown that securing
and using social security numbers was a critical
elem ent of th e plan s of the terror ists and their
support cells. In Arizona, five individuals have
already been indicted as a result of investigations
related to the events of 9/11, and two have
recently been convicted after jury trials.
Prosecutors have charged these individuals with a
variety of counts, including 42 U.S.C.
§§ 408(a)(7)(A) and (B) (SSN misuse); 18 U.S.C.
§ 1001 (false statements on documents presented
to SSA, INS, FAA); 18 U.S.C. § 1014 (false
10

statement to federal banking institution); 18
U.S.C. § 1029 (access device fraud); 18 U.S.C.
§ 1546 (passport fraud and false attestation); 18
U.S.C. § 1621 (perjury); and 18 U.S.C. § 371
(conspiracy). In each instance, the individual was
found to have attempted to use a false identity or
SSN to secu re som e strate gic be nefit su ch as: a
driver's license, FAA certificate, credit card, bank
account, grant of asylum, or employment as a
pilot. Sim ilar cha rges h ave b een u sed su ccess fully
by prosecutors in the Central District of
Califo rnia, L os An geles , to secu re indic tmen ts
against individuals identified as having ties to the
events of 9/11. Jurors in both jurisdictions have
show n little toleranc e for iden tity thieves.
F. Securing search warrants using
§ 408(a)(7)(B)
Special Agents from OIG/SSA and the FBI
have successfully asserted § 408(a)(7)(B) as
statutory authority to secure a search warrant. In
support of the search wa rrant, prosecutors
attach ed an affida vit des cribin g soc ial secu rity
number misuse and setting out specific reasons for
view ing SS N mis use as evide nce o f identity theft.
By showing that the subject of the investigation
used false information to create a second identity,
prosecutors were able to establish probable cause
that a "pilot's case" belonging to the subject
conta ined m ore ev idenc e of co ncea led ide ntity
and/o r frau dulen t activities . Base d on a prop erly
drawn affidavit describing violations of 42 U.S.C.
§ 408(a)(7)(B) and 18 U.S.C. § 1001, a federal
mag istrate s igned a war rant allo wing the ag ents to
conduct a search of the sub ject's pilot's case. (a
copy of the affidavit is available to AUSA's for
review upon request). Information found in the
pilot's case allowed prosecutors to secure initial
indictment and superseding indictments. Neither
the magistrate who issued the search warrant nor
the judge who denied the subject's request for
suppression and release at a subsequent detention
hearin g, fou nd an y pro blem with th e prob able
cause or evidentiary support establishing a felony
charge under § 408(a) (7)(B) .
VI. " Operation Safe Travel" and "Operation
Tarmac"
In the weeks following September 11, a task
force consisting of several federal agencies,
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including OIG/SSA, FBI, FAA, INS, DOT, U.S.
Customs, and Homeland Security, initiated
investigations designed to conduct audits of the
social security numbers of secu rity-badge holders
at airpo rts thro ugho ut the U nited S tates. T his
investigation, referred to as either “Operation Safe
Travel” or “Opera tion Tarmac,” (the nam es are
interchangeable), was first initiated by SSA/OIG
and INS at the Salt Lake City airport prior to the
Win ter Oly mpic s. An a udit of social s ecurity
numbers at the airport revealed significant
irregularities among holders of security badges
with access to the tarmac and other sensitive areas
of the airport. The investigation, labeled
“Operation Tarmac,” resulted in the indictment
and arrest of sixty-nine individuals employed by
private companies operating at the airport and
providing services such as security screening,
food services, aircraft fueling, cargo handling,
clean ing/ho usek eepin g serv ices (in side th e airpo rt,
the on-ramps leading to planes, and on the
airplanes), airplane service and maintenance, and
maintenance and construction in secure areas of
the airport. Of the sixty-nine individuals indicted
in the Operation Tarmac sweep, sixty-one
individuals had Security Identification Display
Area (“SIDA”) badges that allowed them access
to highly secure areas of the airport, including
acce ss to pla nes, ru nwa ys, ram ps lead ing to
planes, and cargo areas. Three of those indicted
were airpor t secur ity scre eners . The in dictm ents
charged violations of 42 U.S.C. §§ 408(a)(7)(B)
and (C) (SSN misuse and using counterfeit or
altered Social Security cards), 18 U.S.C.
§ 1001(a)(3) (false statements on government
forms), and 18 U.S.C. § 1546(a)(3) (false
statements on applications to INS). Other
violations uncovered by the investigation included
the use of false and counterfeit alien registration
cards and numbers, making false representations
about citizenship status to obtain employment and
secu rity bad ges, a nd m aking false s tatem ents to
authorities about criminal history. All of those
indicted w ere in the c ountry illeg ally.
Since the initia l swee p at the Salt La ke City
airpo rt, simila r oper ations have been succe ssfully
undertaken at more than twenty airports in the
United States, including Phoenix, Los Angeles,
Miami, Boston, San Diego, Charlotte, Las Vegas,
and San Francisco. These investigations have
M A Y 2002

resulte d in a sig nifican t num ber of indictm ents
and arrests of individuals illegally living and
operating under false identities in the
United States, some of whom were fugitives from
felony convictions. Each person indicted and
arrested by agents involved in Operation
Tarm ac/Op eration Safe H arbo r poss essed secur ity
badges with clearance to enter restricted and
sensitive areas of each airport. Each person
indicted was found to be using false identification
docu men ts, inclu ding f alse so cial sec urity
num bers. P articula rly distu rbing is the fa ct that, in
Miami and Los Angeles, agents arrested
individuals working as pilots and possessing false
identific ation d ocum ents an d bog us soc ial secu rity
num bers. F urthe r, agen ts arre sted in dividu als
during some sweeps who were employed as
security screeners. In one particularly disturbing
incide nt, an ille gal us ed fals e iden tity doc ume nts
to secu re em ploym ent w ith an a irline an d to
obtain a security badge allowing complete access
to airport facilities. The subject failed to show up
for work after obtaining the security badge, but
the airline failed to cancel the badge. However,
airpo rt reco rds sh ow th at the b adge contin ued to
be used to access the airport regularly. In each
operation, the principal charge used to indict those
using false identification documents was
§ 408( a)(7)(B ).
The arrest of individuals utilizing false
identities by Operation Tarmac/Op eration Safe
Harbor investigators has underscored the
seriousness of the false identity problem faced by
law en force men t and H ome land S ecurity officia ls
since the terrorist events of 9/11. In every airport
security badge holder arrest, use of a false social
security number proved to be the foundation block
that supported the identity theft and enhanced the
ease with which the individual was ab le to secure
obscurity from law enforcement. It also helps
expla in wh y secu ring an d usin g soc ial secu rity
numbers was a critical element of the plans of the
terror ists and their su ppor t cells in th eir
preparation for the September 11 attacks. The
indictments resulting from investigations
implemented under Operation Safe Travel and
Operation Tarmac also indicate the value and
importance of using § 408(a)(7) as a tool for
prosecuting such violations.
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VII. Case study
Subject entered the United States legally in 1992,
holding a French passport and using a visa waiver
based on his French citizenship. Subject had been
a pilot for a small middle-eastern airline for
several years before coming to the United States.
Subject applied for and legally secured a nonwork SSN from SSA by presenting his French
passport and a student ID card from a flight
training school as identification. Subject used the
SSN to lease an apartment, open bank accounts,
attend flight training schools, secure an FAA
certific ate, ob tain a ce llular ph one a ccou nt, app ly
for cr edit ca rds, an d app ly for f edera l and sta te
program funds to pay for his flight training (he
was not successful!). Subject demonstrated no
know n sou rce of incom e, but tra veled frequ ently
abroad using his French passport and visa waiver
to ente r and le ave th e Un ited Sta tes virtu ally
unch alleng ed. In 1998 , using a varia tion of his
true name, subject submitted an asylum
application to the INS that contained material
false s tatem ents an d misr epres entatio ns as to his
identity, nationality, family, work history, and
persecution at the hands of others. Subject also
lied about his date of entry into the United States,
representing that he had arrived by boat only four
days before filing his asylum application. Based
on his false statements and representations, INS
granted subject's asylum application and issued
him a green card an d alien registration number.
Subject presented the green card and INS alien
number to SSA and applied for a new SSN using
the fals e nam e from his asy lum p apers . On h is
application for a new SSN, subject represented
that he had never before applied for or received an
SSN. Based on subject's false representations and
presentation of legitimate documents from the
INS, SSA issued a new SSN in the n ame show n in
subject's asylum papers. Subject used the new
SSN to establish a new identity and to apply for
employment with numerous domestic airlines and
air-freight carriers. During this time, subject
contin ued to travel e xtens ively a broa d usin g his
French passport and true identity. At times,
subject carried a pilot’s case and represented
hims elf as a pilot, the reby gainin g adm ittance into
the cockpit jump-seat of passenger aircraft. He
also o pene d ban k acc ounts and a pplied for cre dit
cards using his new SSN , and w orke d perio dically
12

as an airport cab driver using his new identity and
SSN to secure airport access. Within thirty weeks
of receiving his new SSN, subject applied for, and
secured a replacement social security card and
continued his flight training using a "simulator
club" at a local aviation school. Subject is known
to have trained on the flight simulator at the same
time as two of the 9/11 hijackers and other
individua ls associa ted with th e even ts of 9/11 .
VIII. Conclusion
The u se of 4 2 U.S .C. § 4 08(a )(7)(A )-(C) to
charg e and detain suspe cts has alread y pro ven to
be a p articula rly eff ective weap on in th e dom estic
war against terrorism. Since September 11,
prosecutors in several districts have used 42
U.S.C. § 408(a)(7) to indict individuals suspected
of engaging in, or suborning, terrorist activities,
and who have misused or misrepresented social
security account numbers to secure positions at
airports and other sensitive facilities. The
elements of proof for each subsection of 42
U.S.C. § 408(a)(7) are more flexible than those
required by other felony statutes such as 18
U.S.C. § 1028 (identity theft). The ease of
charg ing § 4 08(a )(7)(B ) mak es it an in creas ingly
popular tool for prosecutors.�
ABOUT THE AUTHOR

� John K. Webb is a Special Assistant
United States Attorney, and is responsible for
prosecuting federal crimes involving iden tity theft
and Social Security number misuse. He is the
Identity Theft Coordinator for the United States
Attorney’s Office (USAO) in Los Angeles, and
divides his time between the USAOs for the
District of Arizona and the Central District of
California. Since September 11, 2001, he has
served as a member of the Joint Terrorism Task
Forces for the District of Arizona and the Central
Distric t of Ca lifornia , whe re he h as par ticipate d in
the ind ictme nt and prose cution of indiv iduals
related to events of 9/11 as well as the planning
and implementation of Operation
Tarmac/Operation Safe Harbor in Phoenix and
Los A ngeles.
Questions pertaining to in this article can be
directed to SAUSA John K. Webb, 602-514-7544
(Phoenix) or 213-8 94-3518 (Los Angeles). �

U N I T E D S TATES A T T O R N E Y S' B ULLET IN

M A Y 2002

Hawala
clients than their clients would have received from
the ban ks.

David Marshall Nissman
United States Attorney
District of Virgin Islands
I. Introduction
Step back in time several hundred years and
imagine that you are a merchant in China, India,
or the Middle East. Picture a caravan crossing the
desert on camel. You move between several
destinations and need to carry money or gold on
the Silk Road in order to purchase goods when
you reach the marketplace. But gold is heavy and
the criminal element knows that it is likely you
are carrying valuables. Thus, you are an easy
mark for highwaymen. In order to avoid these
robberies, you and your colleagues develop your
own banking system that became known by
severa l differen t name s such a s "haw ala", "hun di,"
or fei c h’ien . The k ey ch aracte ristics o f this
system are that it is based on trust and a network
of connections.
II. How does Hawala work?
Here’s how it works: Ahmed, who is in the
Unite d State s, goe s to his H awa la Bro ker an d tells
Broker #1 that he needs to get $10,000 in rupees
to Mohammed, who is in Pakistan. Ahmed
delivers $10,000 to Broker #1 and receives a
receipt that may be nothing more than a scrap of
paper. Broker #1 contacts his Pakistani
counterpart, Broker #2, and tells him to deliver
$10,000 to Mohammed. In fact, Broker #2 may
actually give door to door service by having the
funds delivered to the home of Mohammed (after
a question and answer code verifies that
Mohammed is the intended recipient). No money
initially changes hands between Broker #1 and
Broker #2. No m oney actually crosses a borde r. In
many ways it is an invisible transaction. Each
broker gets a small commission on the transaction.
One of the b roke rs ma y ma ke an additio nal pro fit
on the foreign exchange rate between dollars and
rupees, if there is a black market in one of the
currencies exchanged. In most cases, the
haw alada rs give a better exch ange rate to th eir
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How does Broker #2 get compensated for the
$10,000 he paid ou t to Mohamm ed? If there are
frequent commercial transactions between the two
brokers, over a period of time, an equalization of
accounts may occur. If there is an unequal series
of transactions, then the hawaladars must arrange
something else to make the transactions right. One
of the essential features of the hawala exchange
system is that a m yriad of diff erent e cono mic
transactions, having no bearing to the original
transaction, may be used to accomplish the
equaliza tion of ac counts.
Unlike the original system in which contact
between various brokers in different countries was
difficult, some hawaladars use modern technology
to assist them. The two brokers may use
telephones, fax machines, or the Internet to make
contact. Typically the transaction will be made by
using various codes. Slips of paper may be
generated while a transaction is pending.
Thereafter, the records may be destroyed.
However, in the West, the information age makes
it easy to store records. In some cases in Europe
and the United States investigators are finding that
meticulous records of haw ala exchanges are
preserved.
Cash , Gold , diam onds , and ta nzan ite, as w ell
as other precious stones, may be smuggled by
courier between the two h awaladars. Wire
transf ers be tween acco unts m ay also be us ed to
square the transaction. One common method of
equalization involves the use of padded invoices
of goods. In United States v. Ahmad, 213 F.3d 805
(4th Cir. 2001), the Fourth Circuit described a
hawala scheme in which defendant Ahmad
receiv ed m illions o f dollar s in cas h pay men ts
from Pakistanis working in the United States who
wanted to send money to their families. Ahmad
structured all the transactions to avoid triggering
currency reporting requirements. Ahmad then
used the deposited money to structure bridge
loans to a number of Pakistani companies. Ahmad
had a Pakistani company inflate invoice prices for
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circum vent re mittan ce co ntrols a nd se ttle
debts between hawaladars.

surgical equipment shipped from Pakistan to a
United States company, Falcon Instruments.
Falcon would then request a discount on the
surgic al equ ipme nt, wh ich A hma d wo uld gr ant.
The invoices created false paperwork to disguise
the other money being sent to Pakistan for the
families o f the haw ala clients.

What might be termed "debt assignment" also
takes place . If haw alada r A ow es mo ney to
haw alada r B, an d haw alada r B ow es mo ney to
hawaladars C and D, hawaladar B might ask
A to se ttle the d ebts w ith C an d D, se ttling his
debt w ith B.

One of the foremost experts on hawala,
Patrick Jost, formerly of the Financial Crimes
Enfo rcem ent N etwo rk (Fin CEN ), rece ntly
testified befor e Con gress and e xplain ed ho w this
invoicing can work both ways:
Another possibility is that the hawaladar has
money in a country and cannot remove it due
to me asure s desig ned to coun ter cap ital flight.
Thes e me asure s can b e circu mve nted v ia
haw ala. Th e haw alada r acce pts mo ney in his
current country of residence, and has an
associate "drain" the supply of money in the
other country until it is gone. Some
hawaladars utilize invoice manipulation
schemes to settle their debts. These schemes
are often necessary because of remittance
controls.
For example, a hawaladar operating in the
Unite d State s cou ld sen d an a ssocia te
$100,000 by purchasing $200,000 worth of
goods that his associate wants. He ships the
merchandise with an invoice for $100,000.
The associate receives the merchandise and
pays the firs t haw alada r $10 0,000 . This
payment appears to be legitimate because of
the sh ipme nt and the inv oice. T he ass ociate
has $200,000 worth of merchandise for which
only $100,000 was paid. This technique,
known as "under invoicing" is one way of
circumventing remittance controls as well as
settling debts between hawaladars.
The inverse of this, "over invoicing" also
exists. I t wou ld, for e xam ple, be used to
transfer mone y to the U nited State s. A
hawaladar operating in the United States
would purchase $100,000 worth of goods that
his associate wants. He would ship the goods
with an invoic e for $ 300,0 00. Pa yme nt of this
amount would allow the associate to move
$200,000 to the United States. Like "under
invoic ing", th is techn ique c an be used to
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As with other aspects of hawala transactions,
there is a great deal of flexibility. Hawaladars
will use these settlement methods—or
variations on them—as needed and dictated
by circumstances."
Patrick Jost, testimony before United States
Senate, Committee on Banking, Housing and
Urban Affairs, Subcommittee on International
Trade and Finance, November 14, 2001.
III. Why use Hawala?
It is important to understand how attractive
hawala is to the average foreign born wage earner
working in the United States. In a FinCEN
publication entitled The Hawala Alternative
Remittance System and its Role in Money
Laundering by Patrick Jost and Harjtt Singh
Sandhi, the authors illustrated the practicalities
involved in an hawala transfer. A portion of that
article is quoted, at length, below.
An effective way to understand hawala is by
exam ining a single haw ala tran sfer. In this
scen ario, w hich w ill be use d thro ugho ut this
paper, Abdul is a Pakistani living in New
York and driving a taxi. He entered the
country on a tourist visa, which has long since
expired. From his job as a taxi driver, he has
save d $5,0 00 tha t he wa nts to se nd to h is
broth er, M oham mad , who is living in Kar achi.
Even though Abdul is familiar with the
hawala system, his first stop is a major bank.
At the bank, he learns several things:
•

The bank would prefer that he open an
account before doing business with them;

•

The bank will sell him Pakistani rupees (Rs)
at the official rate of 31 to the dollar; and

•

The bank will charge $25 to issue a bank
draft.
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This will allow Abdul to send Mohammad Rs
154,225. Delivery would be extra; an
overnight courier service (surface mail is not
always that reliable, especially if it contains
something valuable) can cost as much as $40
to Pak istan an d take as mu ch as a week to
arrive.
Abdul believes he can get a better deal
through hawala, and talks to Iqbal, a fellow
taxi driver who is a lso a part- time haw aladar.
Iqbal offers Abdul the following terms:
•

A 5% "commission" for handling the
transaction;

•

35, instead of 31, rupees for a dollar; and

•

Delivery is included.
This arrangement will allow Abdul to send
Mohammad Rs 166,250. As we will see, the
delivery associated with a hawala transaction
is faster and more reliable than in bank
transactions. He is about to make
arrangements to do business with Iqbal when
he sees the following advertisement5 in a local
"Indo -Pak " new spap er (su ch ad vertise men ts
are very comm on):

MUSIC BAZAAR AND TRAVEL SERVICES
AGENCY
•Cheap tickets to India,
Pakistan, Bangladesh, Sri Lanka, Dubai
•Great rupee deals (service to India and Pakistan)
•Large movie rental selection
•Video conversions
•Latest Ho llywoo d hits on C D and c assette
•Prepaid international calling cards
•Pager and cellular activations (trade-ins welcome)
•Conv eniently lo cated in Jac kson H eights
(718) 555-1111 ask for Nizam or Yasmeen
(718) 555-2222 [fax]
(718) 555-2121 [p ager]
Abdul calls the number, and speaks with Yasmeen.
She offe rs him the followin g deal:
•

A fee of 1 rupee for each dollar transferred;

•

37 rupees for a dollar; and

•

Delivery is included.
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Under these terms, Abdul can send
Mohammad Rs 180,000. He decides to do
business with Yasmeen.
The hawala transaction proceeds as follows:
•

Abdul gives the $5,000 to Yasmeen;

•

Yasmeen contacts Ghulam in Karachi, and
gives him the details;

•

Ghulam arranges to have Rs 180,000
delivered to Mohammad.
Even thoug h this is a simple exam ple, it
contains the elements of a hawala transaction.
First, there is trust between Abdul and
Yasmeen. Yasmeen did not give him a
receipt, and her record keeping, such as it may
be, is designed to keep track of how much
money she owes Ghulam, instead of recording
individual remittances she has mad e. There
are several possible relationships she can have
with G hulam (these will be d iscuss ed late r); in
any case she trusts him to make the payment
to Mohammad. This delivery almost always
takes place within a day of the initial payment
(a consideration here is time differences), and
the payment is almost always made in person.
Finally , in som e scen arios, h e trusts her to
repay him the equivalent of either $5,000 or
Rs 180 ,000.
Connections are of equal importance.
Yasm een h as to be conn ected to Gh ulam in
Karachi to arrange this payment. As her
advertisement indicates, she also offers
service to India, so she either knows, or has
access to, someone who can arrange payment
there. H awa la netw orks te nd to b e fairly
loose, communication usually takes place by
phone or fax (but email is becoming more and
more com mon).
To complete this discussion, there are two
related issues to be addressed. The first is the
relationship between Yasmeen and Ghulam,
and the second is how Ghulam "recovers" the
money that he paid to M ohamm ad on Abdu l’s
behalf.
As was stated above, hawala works through
connections. These connections allow for the
establishment of a network for conducting the
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hawala transactions. In this transaction,
Yasmeen and Ghulam are part of the same
netw ork. T here a re sev eral po ssible w ays in
which this network could have been
constru cted.
The first possibility is that Yasmeen and
Ghulam are business partners (or that they
just do business together on a regular basis).
For th em, tra nsfer ring m oney is not on ly
another business in which they are engaged
but a part of their normal business dealings
with o ne an other . Ano ther po ssibility is that,
for whatever reason, Ghulam owes Yasmeen
mon ey. Sin ce m any c ountr ies ma ke it diff icult
to mo ve m oney out of th e cou ntry, G hulam is
repaying his debt to Yasmeen by paying her
hawala custome rs; even though this is a very
"informal" relationship, it is quite typical for
haw ala. A th ird (an d by n o me ans th e final)
possibility is that Yasmeen has a "rupee
surplu s" and Ghu lam is a ssisting her in
disposin g of it.
In the la st two c ases, G hulam does not ne ed to
recover any money; he is either repaying an
existing debt to Yasmeen, or he is handling
money that Yasmeen has entrusted to him, but
is unable to move out of the country. In the
first case, where Yasme en and Ghu lam are
partners, a more formal means of balancing
accou nts is need ed.
One very lik ely bu siness partne r scen ario is
an import/export business. Yasmeen might
import CDs and cassettes of Indian and
Pakis tani m usic an d 22 c arat go ld jewelry
from Ghulam, and export telecommunications
devices to Ghulam. In the context of such a
busin ess, inv oices can b e ma nipula ted to
"conce al" the mo veme nt of mo ney.
If Yasmeen needs to pay Ghulam the Rs
180,000 that he has given to Mohammad, she
can d o it by "u nder invoic ing" a s hipm ent to
him. S he co uld, fo r exam ple, se nd him
$20,000 worth of telecommunications
devices, but only invoice him for $15,000.
Ghu lam p ays Y asme en $1 5,000 again st this
invoic e. The "extra " value of go ods, in this
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case $ 5,000 (the eq uivale nt of R s 180 ,000) is
the money that she owes him.
In ord er to m ove m oney the oth er wa y (in this
case, from Pakistan to New York), "over
invoic ing" ca n be u sed. F or this e xam ple, it is
assumed that Ghulam owes Yasmeen $5,000.
She could buy $10,000 of telecommunications
devices, and send it to Ghulam with an
invoice for $15,000. Ghulam would pay her
$15,000; this covers the $10,000 for the
telecommunications devices as well as the
other $5 ,000.
Since man y haw ala tran sactio ns (leg itimate
and illegitimate) are conducted in the context
of import/export businesses, the manipulation
of invoices, as discussed above , is a very
common means of settling accounts after the
transactions have been made.
IV. Hawala and terrorism
The u se of p reciou s stone s, partic ularly
diamonds and tanzanite, has been widely used by
Al Qa eda to mov e and laund er mo ney a nd to
finance terror attacks. The investigation into the
1998 African embassy bombings revealed that one
of the c onvic ted de fend ants, W adih a l-Hag e, a bin
Laden operativ e, form ed Tan zanite K ing, a
com pany used to laun der m oney throu gh tan zanite
sales. According to an article that appeared in the
Washington Post entitled “Al Qaeda's Road Paved
With Gold,” by Douglas Farah ( Washington Post
Foreign Service Sunday, February 17, 2002) Al
Qaeda appears to be in the conflict diamond trade.
Conflict diamonds are diamonds mined, stolen,
and illic itly sold by reb els. On e grou p invo lved in
the mining and sale of conflict diamond s in Sierra
Leone is the Revolutionary United Front (RUF)
which is on the State Department’s Immigration
Only Terro rist Org aniza tion list (I TO) pursu ant to
8 U.S.C. 1182(a)(3)(B )(vi). Various newspape rs
report that links between RUF and Al Qaeda go
back to 199 8. RU F den ies that it s ells diam onds to
Al Qa eda. T he us e of dia mon ds as a com mod ity
by Al Qaeda can take various forms. Al Qaeda
operatives appear to have purchased diamonds at
retail costs just prior to the 9/11 attacks, perhaps
in anticipation that bank accounts would be frozen
by the United States.
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While the ancient hawala system may have
had a noble purpose based in fact on crime
prevention, the modern sy stem has a far more
complex genesis. Hawala is partially built on
schemes to defraud governments of taxes and
regulatory fees. It is a method of money
laundering and it is sometimes used to move
money between terrorists. Hawala techniques
were used to mo ve Al Qaeda an d Taliban treasure
from Afghanistan. But the hawala system is also a
very efficient way in which wage earners can send
money to family members in foreign countries
without having to pay the high fees banks charge.
In fact, it is cheaper, more secure, more
convenient and faster than conventional methods.
Haw alada rs cha rge sm all com missio ns for peop le
wanting to move m oney to family mem bers
because these transactions often help them move
criminally derived proceeds for which they charge
highe r com missio ns. W hile ha wala o perate s all
over the world, it also operates in countries that
have no modern banking or wire transfer services.
In those places it isn’t an alternative remittance
system - it is the remittance system. The reasons
for its continuing viability is that it is a cheap,
fast, se cure, and c onve nient n etwo rk for peop le
who need to send mon ey to th eir fam ilies. W hile
the majority of hawala customers are legitimate,
it’s a dif feren t ques tion ho w mu ch of th e mo ney is
illegitimate.
Many of the existing hawala networks may
have grown with gold smuggling operations that
began in the 1960's between the Middle East and
Asia. G old sm uggle rs beg an sen ding g old
between the Gulf States and South Asia. After the
gold was sold in South A sia, the smugglers
needed a method to get the cash back to the
Middle East. There were many Pakistanis and
Indians working in the Middle Eastern Gulf States
who typica lly sen t mon ey in re gular interva ls to
their families in their home countries. The
hawaladars essentially operated a money remitter
business in which the foreign workers received
favo rable r ates an d low fees to "send " mon ey to
Pakistan, India and other points in South Asia.
The workers physically gave their wages (or a pa rt
of them) to the hawaladars in the Gulf States thus
payin g for th e gold sold in South Asia. T he So uth
Asians who held the proceeds for the gold sales
then gave the money to the families of the wage
M A Y 2002

earne rs wh ile kee ping th eir sha re of th e prof its
from the go ld smu ggling . Instea d of p aying to
transport the money they charged the wage
earners a commission on the remitter transactions
thus offering a second profit to the criminal
organ ization.
The United Arab Emirates, Pakistan, and
India form a hawala triangle that secretly moves
mon ey thro ugho ut the w orld. In Pakis tan, tw o to
five billion dollars move through the Pakistani
hawala system annually which is more than the
amount of the legitimate foreign transfers
occurr ing in the b anking system .
The system also operates all through the
United States. Many foreign nationals come to the
United States for the purpose of obtaining jobs
that ca n be u sed to prov ide su ppor t for the ir
families in impov erished nations. F or exam ple, a
versio n of the haw ala sys tem w as use d by S oma lis
to send their earnings to their families in Somalia.
In fact, Somalia doesn’t have m uch of a
conventional banking system and hawala operates
in its stead. Hawala may also be used by check
cash ing bu siness es as th e che cks ca n be fr eely
transported to areas in need of equalizing
transactions. Couriers may move cash. Smuggling
fees m ay be paid th roug h haw ala. Fo r exam ple
smuggling operatives who move Chinese,
Japanese and Russian aliens through the
Carib bean to the U nited S tates so metim es get th eir
fees from hawala transactions. It is not just the
haw ala trian gle of P akista n, Afg hanis tan an d Ind ia
- it’s all over the world.
Note that countries without a banking system
that handle foreign exchanges, countries that have
restrictions on taking currency out of country (e.g.
India), or countries that have embargoes imposed
again st them (e.g. Ir aq), p rovid e an o ppor tunity
for hawaladars to fill a need. It is decidedly low
tech in many of these places. In some cases,
Somalia hawalada rs use the radio to notify
recipients that money has arrived because phones
are not in widespread use. The face of these
system s may chan ge as I ntern et usag e incre ases in
these pa rts of the w orld.
Hawala is described by the Financial Action
Task Force (hereafter FATF) as an alternative
remittance system for moving and laundering
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money, and it has similarities with several other
such schemes in place throughout the world. The
Colombian Black Market Peso Exchange is an
alternative remittance system in which drug
dealers needing Colombian pesos, and Colombian
businessmen needing dollars to purchase
American made goods, operate through money
brokers who collect fees on both sides of the
exchange. In China, brokers use an ancient system
called fei qian or "flyin g mo ney" th at is virtu ally
identical to h awala.
Juan Zarate, Deputy Assistant Secretary,
Terrorism and Violent Crime, Department of the
Treasury, and formerly with TVCS, in testimony
before the House Financial Services
Subcommittee on Oversight and Investigations on
Febr uary 12, 20 02 sta ted tha t:
FinCEN is forming an Alternate Remittance
Branch [now called "non-traditional
methodology section"] which will be
responsible for the analysis of Bank Secrecy
Act data and other informa tion to identify
mechanisms and systems used by criminal
orga nizatio ns to m ove o peratio nal fun ds in
support of domestic and international activity.
Analysis will focus initially on Informal
Value Transfer Systems (IVTS) such as
haw ala, hu ndi an d othe r Asia n and South
American systems as a potentially key but
inadequately understood methodology for
funds move ment; developme nt of indicators
of IV TS u se by crimin al orga nizatio ns to
support law enforcement initiatives to combat
criminal activity; and identification of policy
implications of IVTS for law enforcement and
finan cial reg ulator s. Ana lysis w ill expa nd to
include identification of the methods by
which IVTS intersects with regulated funds
transfer systems, and then identification of
criminal funds movement methodologies
based entirely on the legitimate financial
industry.
Wh ile a pu re haw ala sys tem is v ery ha rd to
investigate due to the lack of records and the fact
that the money doesn’t actually mo ve, there are
several opportunities to penetrate hawalas,
particularly in the United States. First of all, in the
West, it is difficult for hawaladars to resist the
convenience of modern technology. Fax
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machines, email, and wire transfers, have made
their appearances in hawala transactions.
Mo reov er, in the United States , it is mor e diffic ult
to structure real estate transactions, commercial
exchanges of goods, car purchases, and stock
transfer s, withou t the use o f financia l institutions.
The A l-Bar akaa t organ ization is an ex amp le
of a hybrid hawala system turned modern.
Somalis working in the United States used the Al
Barakaat network to send money to their families
in Somalia. Al Barakaat used financial
institutions, and other modern methods o f transfer,
to sen d the fu nds to Som alia. Be caus e this
network used financial institutions, law
enforcement was able to discover the transactions
throu gh the gene ration of Su spicio us Ac tivity
Reports (SARS) produced by the banks pursuant
to their obligations under the Bank Secrecy Act
(BSA). There were a series of coordinated law
enforcement actions in the Al Barakaat
investigation. These actions were coordinated
with Treasury’s execution of blocking actions
pursuant to the Executive Order against al
Barakaat-related entities in Georgia, Minnesota,
and W ashingto n State.
The G rand Jury in Alex andr ia, Virg inia
recen tly indic ted pe rsons assoc iated w ith AlBarakaat for, among other things, structuring
financial transactions to avoid the currency
reporting violations. A portion of Count One of
the ind ictme nt is inclu ded h ere to d emo nstrate
how such networks work and one method for
pleading such allegations:
The G rand Jury C harg es Th at:
1. Title 31, United States Code, Section 5313
requires any financial institution that engages in a
currency transaction (i.e., a dep osit or w ithdra wal)
in excess of $10,000 with a customer to report the
transaction to the Internal Revenue Service on
Form 4789 , Currency Transa ction Report
("CTR"). These regulations also require that
multip le trans action s be tre ated a s a sing le
transaction if the financial institution has
knowledge that they are by, or on behalf of, the
same person, and they result in either currency
received or disbursed by the financial institution
totaling more than $10,000 during any one
business day.

U N I T E D S TATES A T T O R N E Y S' B ULLET IN

M A Y 2002

2. CT Rs of ten are used by law enfor cem ent to
uncover a wide variety of illegal activities
including narcotics trafficking and money
laundering. Many individuals involved in these
illegal activities are aware of such reporting
requirements and take active steps to cause
financial institutions to fail to file CTRs. These
active steps are often referred to as "smurfing" or
"structuring" and involve making multiple cash
depo sits, in am ounts less tha n $10 ,000, to
multiple banks and/or branches of the same bank
on the same day or consecutive days. Structuring
cash deposits to avoid triggering the filing of a
CTR by a financial institution is prohibited by 31
U.S.C. § 5324(a).

conspirators collected millions of dollars in cash
from individ uals w ishing to trans mit m oney to
Somalia, Ethiopia, Kenya, and the Sudan.
ABD IRA HM AN S HEI KH- ALI ISSE and h is
coco nspira tors de posite d suc h mo nies in multip le
branches of various banks in Northern Virginia,
befo re wir e trans ferrin g thos e mo nies to the AlBarakat network in the United Arab Emirates for
further transfer to Somalia, Ethiopia, Kenya, and
Sudan, all without obtaining a money-transmittal
license as required by Virginia and federal law.

3. Beginning in or about February 1998, and
continuing thereafter up to on or about November
7, 200 1, with in the E astern Distric t of Vir ginia
and elsewhere, the defendants, ABDIRAHMAN
SHEIKH -ALI ISSE a nd ABD ILLAH S. ABDI,
did unlawfully and knowingly combine, conspire,
confederate and agre e with each other and others
known and unknow n to the grand jury, to cause
dom estic fin ancia l institutio ns to fa il to file
Currrency Transaction Reports required by law,
and to structu re tran sactio ns with dom estic
financial institutions, both for the purpose of
evading the reporting requirements of section
5313 (a) of Title 31 , Unite d State s Cod e, in
violation of Title 31, United States Code, Sections
5322 and 5324.

7. Between December 1996 and June 1998,
defendant ABDIRAHMAN SHEIKH-ALI ISSE
directed deposits into First Union Bank account
#3050001728626 in the name of Abdirahman
Sheikh Ali Isse, 4949 Manitoba Drive, Apartment
#711, Alexandria, Virginia, and the wire transfer
from that acc ount o f mor e than $274 ,000 to
Barako Trading Company at Emirates Bank
Interna tional in the U nited Ar ab Em irates.

4. The primary purpose of the conspiracy was
to transmit money through the United Arab
Emirates and the Al-Barakat money transfer
network to Somalia, Ethiopia, Kenya, and the
Sudan without attracting the attention of the law
enforc emen t authorities.
Ways, Manners, and Means
The w ays, m anne r and m eans by w hich th is
purpose was carried out included the following:
5. Between 1997 and November 7, 2001,
ABDIRAHM AN SHEIKH-AL I ISSE operated a
mon ey tran smittin g serv ice, firs t from his
residence at 4949 Manitoba Drive in Alexandria,
Virgin ia, and later fro m the prem ises of AlBarakat Rage A ssociates at 4810 Beaureg ard
Street in Alexandria, Virginia. During that time,
ABD IRA HM AN S HEI KH- ALI ISSE and h is
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6. The defendants collected monies from
various individuals and aggregated those monies
in their o ffice b efore depo siting su ch m onies in
domestic financial institutions.

8. Between February and August 1998,
defendant ABDIRAHMAN SHEIKH-ALI ISSE
directed deposits into First Union Bank account
#1050002756152, in the name of Abdallah
Abdulkadir, 4949 Manitoba Drive, Apartment
#303, Alexandria, Virginia, and the wire transfer
from that acc ount o f mor e than $214 ,000 to
Barako Trading Company, Emirates Bank
Interna tional in the U nited Ar ab Em irates.
9. Between March 1998 and October 1999,
defendant ABDIRAHMAN SHEIKH-ALI ISSE
directed deposits into First Union Bank account
#1020003281601, in the name of Abdirahman
Sheikh Ali Isse, 4949 Manitoba Drive, Apartment
#711, Alexandria, Virginia, and the wire transfer
from that acc ount o f mor e than $469 ,000 to
Barako Trading Company or the Al-Baraka
Exchange at Emirates Bank International in the
United A rab Em irates.
10. Between February 1998 and August 1999,
defendant ABDIRAHMAN SHEIKH-ALI ISSE
directed deposits into Bank of America account
#4111357305 in the name of Abdirahman S. Isse,
4949 Manitoba Drive, Apartment #711,
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Alexandria, Virginia, and the wire transfer from
that account of more than $236,000 to Barako
Trading Company or the Al-Baraka Exchange at
Emirates Bank International in the United Arab
Emira tes.
11. Between June 1998 and December 1999,
defendant ABDIRAHMAN SHEIKH-ALI ISSE
directed deposits into Bank of America
#004 1386 0087 3 in the nam e of A bdisa lam A . Ali,
4949 Manitoba Drive, Apartment #303,
Alexandria, Virginia, and the wire transfer from
that account of more than $287,000 to Barako
Trading Company or the Al-Baraka Exchange at
Emirates Bank International in the United Arab
Emira tes.
12. Between April and October 1999,
defendant ABDIRAHMAN SHEIKH-ALI ISSE
directed deposits into Chevy Chase Account
#0683229508, in the name of Abukar A. Ali, 4949
Manitoba Drive, Apartment 303, in Alexandria,
Virginia, and the wire transfer from that account
of more than $84,000 to Al Baraka Exchange at
Emirates Bank International in the United Arab
Emirates.
13. Between August 2000 and January 2001,
defendant ABDIRAHMAN SHEIKH-ALI ISSE
directed deposits into First Union Bank account
#1010036404449, in the name of Abdillah S.
Abdi, 4949 Manitoba Drive, Apartment #303,
Alexandria, Virginia, and the wire transfer from
that account of more than $37,000 to Al Baraka
Exchange at Emirates Bank International in the
United A rab Em irates.
14. Between April 1999 and November 7,
2001, defendant ABDIRAHMAN SHEIKH-ALI
ISSE directed deposits into Chevy Chase Bank
account #0683229940 in the name of Abdirahman
S. Isse, 4949 Manitoba Drive, Apartment #303,
Alexandria, Virginia, and the wire transfer from
that account of more than $175,000 to Al-Baraka
Exchange at Emirates Bank International in the
United A rab Em irates.
15. Between October 1999 and November 7,
2001, defendant ABDIRAHMAN SHEIKH-ALI
ISSE deposited or directed deposits into Chevy
Chase Bank Account #1554311173 in the name of
Rage Associates, 4949 Manitoba Drive,
Apartment #303, Alexandria, Virginia, and the
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wire transfer from that account of more than
$4,400,000 to Al-Baraka Exchange at Emirates
Bank Internatio nal in the U nited Ar ab Em irates.
16. The defendants structured their deposits at
First Union Bank, Bank of America, and Chevy
Chas e Ban k into a mou nts less than $ 10,00 0 at a
time to avoid the filing of a Currency Transaction
Report that would report such deposits to the
Intern al Rev enue Serv ice by the do mestic
financial institutions into which such m onies were
depos ited.
17. Th e defe ndan ts struc tured their de posits
into various bank accounts at First Union Bank,
Bank of Am erica, a nd C hevy Chas e Ban k to av oid
depositing more than $10,000 into one bank
account in one day and thereby trigger the filing
of a C urren cy Tr ansa ction R epor t repor ting the ir
deposits to the Internal Revenue Service.
18. Th e defe ndan ts struc tured their de posits
into various branches of First Union Bank, Bank
of Am erica, a nd C hevy Chas e Ban k to av oid
depositing more than $10,000 into one branch on
one day and thereb y trigger the filing of a
Curr ency Tran sactio n Rep ort rep orting their
deposits to the Internal Revenue Service.
19. Th e defe ndan ts arra nged for the ir depo sits
to be made by various individuals to avoid the
appe aranc e of de positin g mo re than $10,0 00 in
one day, and thereby trigger the filing of a
Curr ency Tran sactio n Rep ort rep orting their
deposits to the Internal Revenue Service.
20. The defendants charged customers a 4%
fee for any wire transfer, retained 1% themselves,
and remitted the remaining 3% to the Al-Barakat
netwo rk in the U nited Ar ab Em irates.
V. Patriot Act provisions
Attitudes about Informal Value Transfer
Systems like Hawala have changed since 9/11.
Prior to the terrorist attacks, nations hurt by the
black market trade in currency , like India, were
anxio us to h ave th e W estern nation s pass antiHawala rules. The West generally responded by
suggesting those countries change their restrictive
laws on currency exchange. Arguably, by making
it a general intent crime to operate a money
transm itting bu siness witho ut a licen se un der sta te
law, S ection 373 o f the U SA P atriot A ct sign als
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an attitudina l shift in our v iew of IV TS. See 18
U.S.C. § 1960. Moreover, the amended Bank
Secrecy Act treats some underground banking
systems as financial institutions and creates
registration and reporting duties. Section 359 (b)
adds a Suspicious Activity Report (SAR)
reporting requirement by amending 31 U.S.C.
§ 5330(d)(1)(A) to include " any other person who
engages as a business in the transmission of funds,
includ ing an y pers on w ho en gage s as a b usine ss in
an informal mone y transfer system or any ne twork
of people who engage as a business in facilitating
the transfer of money domestically or
internationally outside of the conventional
financia l institutions sy stem."
Sectio n 361 (F) of the US A Pa triot Ac t directs
FinCEN to assist federal, state, local, and foreign,
law en force men t and re gulato ry auth orities in
combatting the use of informal, nonbank,
networks and payment and barter system
mechanisms that permit the transfer of funds or
the equivalent of funds, without records and
without compliance with criminal and tax laws.
The Treasury Department has commissioned a
Temple University professor to perform a study
on hawala and other informal value transfer
techniques. Dr. Nikos Passa s, a renowned exp ert
on this subject and transnational crimes, is the
author of I NFORMAL V ALUE T RANSFER S YSTEMS
AND C RIMINAL O RGANIZATIONS: A S TUDY INTO
S O - CALLED U NDERGROUND B ANKING N ETWORKS
(1999), which provides the most systematic look
at these issues to date. This report, and the
executive summary, may be downloaded from
http://w ww. minju st.nl:80 80/b_ orga n/wo dc/pu blic
ations /ivts.pd f. Dr. P assas is curr ently a ssisting in
several investigations and is available to respond
to questions from prosecutors. His telephone
num ber is ( 215) 204- 8605 and e mail:
passas@temple.edu.
Dr. Passas emphasizes that not all hawala
type operations necessarily or knowingly assist
terrorists, drug traffickers, or other serious
criminals. In some parts of the world, these
inform al netw orks a re still the only o ption p eople
have to receive support from their relatives in the
We st.
Nonetheless, operating an unlicensed money
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remitting business is now a crime. Where money
or financial instruments actually leave the
United States, there are tools law enforcement can
use to investigate the transaction. In some cases,
money leaving the United States has been
skimmed to avoid paying taxes and the
transactions have been structured to disguise the
skim ming . Mo reov er, wh en m ore tha n $10 ,000 in
cash or in financial instruments is transported
from the United States to any foreign destination,
the courier or sender must report this event or face
a five-ye ar felony . See 31 U.S.C. §§ 5316
(a)(1)(A ) and 53 24(b).
VI. S ugge stion s for c ondu cting haw ala
investigations:
(1) Conduct educational and compliance training
of all affected industries including banks,
brokerage houses, wire services, coin dealers,
commodities brokers, real estate conglomerates
and precious stone dealers, to alert the industries
to the use and operation of haw ala. This will spark
the generation of SARS and other tips to law
enfo rcem ent.
(2) Conduct a com munity-wide survey to identify
the money remitters in the community. Determine
whether these entities are required to have licenses
unde r state la w. De termin e wh ether th e haw ala
brok er is an unlice nsed mon ey rem itter in
violation of 18 U.S.C. § 1960. Note that the USA
PATRIOT ACT now makes § 1960 a general
intent c rime a nd the prose cution does not ha ve to
prov e that th e rem itter kne w tha t there w as a sta te
licensing requirement. There is no requirement
that the funds transmitted be from an otherwise
illegal source.
(3) Examine whether required reporting statutes
are followed. Review the new requirements under
the U SA P ATR IOT Act. F or exa mple , coin
deale rs are now requir ed to file repor ts purs uant to
31 U.S.C. § 5331. Bulk cash smuggling is a crime.
31 U.S.C. § 5332. Securities brokers will also be
require d to file SA RS.
(4) Examine whether false statements are made on
required customs forms in violation of 18 U.S.C.
§ 1001. This was the case in United States v.
Ahmad, 213 F.3d 805 (4th Cir. 2001) discussed
earlier.

U N I T E D S TATES A T T O R N E Y S' B ULLET IN

21

(5) Ex amin e wh ether tr ansa ctions are stru ctured to
avoid reporting requirements in violation of 31
U.S.C . §§ 531 3, and 5 324(a )(3). See also
United States v. Ahmad, 213 F.3d 805 (4th C ir.
2001).
(6) If m ore tha n $10 ,000 c ash is s mug gled to
equa lize ha wala tr ansa ctions cons ider us ing Title
31 U.S.C. § 5332, the bulk cash smuggling
statute.
(7) If the hawala transaction is for a criminal
purp ose, th e com missio n ma y be s ignifica ntly
higher than the average .5- 1.5% percent charged
on most hawala transactions. Investigators that
enco unter high c omm issions may wish to
scrutinize the transaction closely. (8) Also look
for aggregation of small sums as opposed to large
single sum transactions. The collection method
may be different when there is a criminal purpose.
If the hawaladar and client meet on the side of the
road and a bag of cash is thrown into the trunk of
a car, somebody ought to be filing a SAR.

VII. Conclusion
It is important to understand how hawala works so
that we are ab le to stop the use of this s ystem to
finance terrorism and other criminal enterprises.
At the same time it is equally important to be
sensitive to the fact that there are many innocent
peop le wh o use the sys tem to send help to family
members in places where there is no banking
system or reasonable alternatives. Nonetheless,
the ha walad ars ha ve an obliga tion to lic ense their
businesses and to comply with the requirements of
the Ba nk Se crecy Act. If they c hoos e not to
comply with the law, it is not the United States
government that is prohibiting immigrants from
sending needed help to family members, but the
hawaladars themselves.�
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Forfeiture of Terrroist Assets Under
the USA PATRIOT Act of 2001
Stefan D. Cassella
Deputy Chief, AFMLS
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I. 18 U.S.C. § 981(a)(1)(G)

The USA PATRIOT Act (hereafter “Patriot
Act”), Pub. L. 107-56, 115 Stat. 272, contains a
number of provisions that may be used by federal
law en force men t autho rities to s eize an d forf eit
the assets of terrorist organizations, assets that are
derived from terrorist acts, and assets that are
intended to be used to commit terrorist acts in the
future. Some of the new provisions are
specifically intended to be used in, and are limited
to, the terrorism context. Others apply more
gene rally, b ut will un doub tedly b e used in
terrorism cases.
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Title 18 , Unite d State s Cod e, sectio n 981 , is
the ge neral- purp ose civ il forfeitu re statu te
applicable to most federal crimes. Among other
things , it autho rizes th e forf eiture o f prop erty
involved in money laundering cases (18 U.S.C.
§ 981(a)(1)(A)), property derived from and used
to commit certain foreign crimes (18 U.S.C.
§ 981(a)(1)(B)), and the proceeds of any offense
designated as a “specified unlawful activity” (18
U.S.C . § 981(a )(1)(C )).
Section 806 of the Patriot Act added a new
provision to section 981 that is obviously a
response to September 11. Section 981(a)(1)(G)
autho rizes f orfeitu re of a ll assets belon ging to
anyo ne en gage d in terr orism , any p rope rty
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affording any person a “source of influence” over
a terrorist organization, and any property derived
from or use d to co mm it a terro rist act.
This language is extraordinarily broad. Unlike
the money laundering statute, which authorizes
the forfeiture only of property “involved in” the
money laundering offense (18 U.S.C.
§ 981(a)(1)(A)), or the drug statute, which
authorizes forfeiture only of property derived
from or used to commit the drug offense (21
U.S.C. § 881(a)), section 981(a)(1)(G) does not
require any nexus between property and a
terrorism offense. To the contrary, once the
Government establishes that a person, entity, or
organization is engaged in terrorism against the
Unite d State s, its citize ns or r eside nts, or th eir
prop erty, th e Go vern men t can se ize an d ultim ately
forfe it all asse ts, foreign or domestic, of the
terrorist entity—whether those assets are
conn ected to terro rism o r not.
The only parallel in federal law is to the
Racketeer Influenced and Corrupt Organizations
(RIC O) sta tute, w hich p ermits the for feiture of all
interests a person has in a RICO enterprise or any
property affording that person a source of
influence over the enterprise, whether the
forfeited property was tainted in any way by the
rackete ering ac tivity or not. See 18 U.S.C.
§ 1963(a)(2). In fact, the “source of influence”
langu age th at app ears in the RI CO s tatute is
repeated in section 981(a)(1)(G ).
Enactment of section 981(a)(1)(G) was
necessary because the law previously had no
forfeiture provisions tailored to terrorism.
A. Civil vs. Criminal forfeiture
Section 981(a)(1)(G) appears in the general
purp ose civ il forfeitu re statu te, but it is r eally b oth
a civil an d crim inal for feiture prov ision. T hat is
because federal law now provides that any
forfeiture that can be done as a civil forfeiture can
also be d one as a crimina l forfeiture . See 28
U.S.C. § 2461(c). Thus, if the Government
apprehends and prosecutes a terrorist, it can seek
forfeiture of all assets in the criminal case under
the ne w statu te, pro vided that the act giv ing rise to
the forfeiture occurred after October 21, 2001,
whe n the n ew law took e ffect. B ut the tru e utility
of sec tion 98 1(a)( 1)(G ) is likely to be in the civ il
M A Y 2002

forfeiture context, because in civil forfeiture cases
the G over nme nt can proce ed ag ainst th e asse ts
even if it does not apprehend the defendant
because he or she is dead or remains a fugitive
from justice.
B. Procedure for civil forfeiture
In most respects, a forfeiture under section
981( a)(1) (G) w ill work just like a ny oth er civil
forfeiture action under federal law. The
Gov ernm ent ca n seize prop erty ba sed o n pro bable
cause. Generally the seizure must be pursuant to a
warr ant, bu t warr antles s seizu res ar e auth orized in
exigen t circum stances . See F lorida v. Wh ite, 526
U.S. 559, 119 S. Ct. 1555 (1999). But the seizure
of property is only the beginning of the process.
Seized property may be under Government
control, but it still belongs to the property owner.
See United States v. A Group of Islands, 185 F.
Supp. 2d 117, 121 n.7, (D.P.R. 2001) (seizure
may be based on probable cause to believe the
property will ultimately be proved forfeitable, but
it entails o nly tak ing po ssess ion an d con trol; to
becom e the ow ner of the proper ty, i.e., to transfer
title to the property to the United States, the
Governm ent must comm ence a forfeiture action).
To co nver t a seizu re into a forfe iture— that is, to
take title to the property permanently away from
the property owner and transfer it to the
Government—the Government must commence a
formal forfeiture action.
The provisions of the Civil Asset Forfeiture
Reform Act (CAFRA) of 2001 set forth the
procedure for converting a seizure into a
forfeiture . See 18 U.S.C. § 983. In short, the
Government has 60 days from the date of the
seizu re to se nd no tice of th e forf eiture a ction to all
interested parties (section 983(a)(1)). If no one
files a claim challenging the forfeiture in 30 days
(section 983(a)(2)), the Governm ent can declare
the property forfeited by default (19 U.S.C.
§ 1609). If someone does challenge the forfeiture,
however, the Go vernment has 90 days to return
the property or to commence either a civil or
criminal forfeiture action in federal court
(section 983(a)(3)).
All of that is standard civil forfeiture law. It
wou ld wo rk the s ame way in a terr orism case a s in
any other case. In other words, if the Government
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seizes a terrorist’s assets under section
981( a)(1) (G), th e case could be in fe deral c ourt,
befo re a jur y in less than six mon ths. Th e only
concession Congress has made to the unique
nature of terrorism cases conce rns the procedure
at trial. Under section 316 of the Patriot Act, if the
case goes to trial under section 981(a)(1)(G), and
the property involves the assets of “suspected
international terrorists,” the normal burden of
proo f is rev ersed : Onc e the G over nme nt ma kes its
initial showing of probable cause, the claimant has
the burden of proving by a preponderance of the
evidence that his or her property is not subje ct to
confiscation. In almost all other forfeiture cases,
of course, the Government has the burden of
proving the forfe itability of the p roperty . See 18
U.S.C . § 983 (c). M oreo ver, in the for feiture trial,
hearsay is admissible if the evidence is reliable,
and compliance with the normal Rules of
Evide nce “ may jeopa rdize th e natio nal sec urity
interests of the United States.” But these two
exce ptions aside, the for feiture of terro rist asse ts
under section 981(a)(1)(G) would proceed along a
very short tim etable , wou ld likely involv e a fullblow n jury trial if co nteste d, and could result in
the pa yme nt of atto rney s’ fee s to the c laima nt if
the Go vernm ent fails to pr evail. See 28 U.S.C.
§ 2465.

decides to convert its blocking order into a
forfeiture (or “confiscation,” which is the same
thing), it would not be bound by any of the
CAFRA procedures, except for the right of the
property owner to contest the forfeiture by filing a
claim in fe deral co urt. See section 316(a) of the
Patrio t Act.

C. Relationship to IEEPA

The problem has always been that the money
laundering statutes are “backward looking.” Most
of them focus on w hat the crimin al is doin g with
the proceeds of a crime that has already been
comm itted. See, e.g., 18 U .S.C. § 1956 (a)(1 )(B)( i)
(concealing or disguising the proceeds of a prior
crime). Terrorism cases, however, usually deal not
with someone who is trying to hide the proceeds
of a past crime, but someone who is moving
money into or through the United States with the
intent to use it to commit a crime—a terrorist
act—in the future. This is called “reverse money
laundering.”

For whatever reason, there have been few
instances since September 11 in which the
Government has sought to seize or forfeit terrorist
assets under the new statute. The fact is that the
Dep artme nt of the Trea sury h as sep arate a uthor ity
to freeze and confiscate terrorist assets under the
International Emergency Economic Powers Act
(IEEPA) that is specifically exempted from
CAFRA and from virtually all of the other
evidentiary and due process requirements of
federa l forfeiture law. See 18 U.S.C. § 983(i).
Thus, all the stories in the media about the
Presid ent fre ezing bank acco unts o f terro rists
since September 11 have been IEEPA cases, not
cases brought by the Department of Justice under
section 9 81(a)(1 )(G).
Under IEEPA, Treasury—that is, the Office of
Foreign Asset Control (OFAC)—can freeze (i.e.,
seize) suspected terrorist assets indefinitely based
on a p reside ntial ord er. An d if Tre asury ultima tely
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On the other hand, Treasury could decide to refer
a case to the Department of Justice for formal
forfeiture of the property under section
981(a)(1)(G). The Department of Justice stands
ready to pursue any such case if it is referred.
II. Forfeiture of Property Intended To Be Used
To Comm it Terrorism
There are some other provisions in the Patriot
Act that are actually much more likely to be used
to con fiscate assets from terror ists. Th e key is to
understand the interrelationship between the asset
forfeiture and money laundering statutes.
Under section 981(a)(1)(A), the Government
can forfeit any property involved in a money
laundering offense. That can be either “clean” or
“dirty” property, as long as it is involved in the
mone y laund ering. See United States v.
McGauley, 279 F.3d 62, 76 n.14 (1st Cir. 2002)
(collecting cases and citing legislative history).

Only two federal money laundering statutes
address reverse money laundering, but the Patriot
Act has expanded both of them considerably.
Under 18 U.S.C. § 1956(a)(2)(A), it is an offense
for anyone to bring any money—tainted or
untainted—into the United States for the purpose
of using it to commit any specified unlawful
activity. That’s not new. What is new is that the
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Patriot Act greatly expanded the list of specified
unlawful activities to include approximately 47
offenses generally associated with terrorism, such
as assassination, attack with biological weapons,
or sabotage of a nuclear facility. The complete list
is in 18 U.S.C. § 2332b(g)(5)(B), which has been
incorporated into the RICO statute (18 U.S.C.
§ 1961(1)), which in turn is incorporated into the
list of spec ified unlaw ful activities. See 18 U.S.C.
§ 1956(c)(7)(A).
So here’s where this new authority will be
used: If someone brings money not derived (as far
as it is known) from any criminal offense into the
Unite d State s with th e inten t to use it to com mit
one of the acts of terrorism listed in section
2332b(g)(5)(B), that is a section 1956(a)(2)(A)
violatio n, and the m oney is imm ediate ly sub ject to
civil or criminal forfeiture because it was involved
in a money laundering offense.
III. 18 U.S.C. § 1960
The o ther re verse mon ey lau nder ing sta tute is
found in a newly-enacted subsection of 18 U.S.C.
§ 196 0. Sec tion 19 60 w as ena cted in 1992 to
make it a crime to conduct a money transmitting
business without a license. It was little used
because it was too hard to prove that a defendant
knew that operating without a license was a crime.
The Patriot Act amended section 1960 to allow
the prosecution of a money remitter in three
situations:
•

When he or she operates without a license,
whether he or she knows that doing so is a
crime or no t;

•

When he or she operates in violation of the
Treasury regulations on money transmitters;
and

•

When he or she transfers money knowing that
the funds being transmitted are derived from a
criminal offense or are intended to be used for
an unla wful pu rpose.

Note that the third alternative does not require
proof that the business was unlicensed. Someone
who sends money for a living, knowing it came
from a crim inal ac t or that it is intended for a
future criminal act, is guilty of an offense under
section 1960.
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Note also the conjunction “or.” If the money
remitte r is sen ding m oney that he or she know s is
intended to be used to commit a criminal act, he
or she does not ha ve to k now —in deed , it is
unnecessary to prove—that the money was
derived from an unlawful source. The act of
send ing cle an m oney with th e inten t to com mit
any unlawful act is sufficient. This is obviously a
better law enforcement tool than, say, section
1956, the general money laundering statute,
because section 1956 requires proof that the
money is dirty and that the laund erer in tends to
use it to com mit anoth er unlaw ful act. See 18
U.S.C. § 1956(a)(1)(A )(i).
Moreove r, the Patriot Act provides forfeiture
authority for sectio n 1960 violations. See 18
U.S.C. § 981(a)(1)(A). Money being transmitted
for an unlawful purpose is subject to forfeiture as
property involved in the section 1960 offense. The
only p roble m is tha t section 1960 only a pplies to
persons in the business of being money remitters.
Wh at is rea lly nee ded is a dom estic co unter part to
section 1956(a)(2)(A) so that the Government can
prosecute anyone engaged in reverse money
laundering in the United States whether he or she
is a money remitter or not, and whether the money
crosses an international border or not. It appears
that right now only the State of Florida has such a
domestic reverse money laundering statute.
IV. 18 U .S.C. § 981(k)
Finally , there is one o ther ne w too l relating to
asset f orfeitu re in the Patrio t Act tha t is wor th
men tioning . Histor ically, it h as bee n very difficu lt
for the United States to reco ver fo rfeitab le
property that has been deposited into a foreign
bank. The federal courts have jurisdiction to enter
forfe iture or ders a gains t fund s in for eign b anks if
the act giving rise to the forfeiture occurred in the
United States (28 U.S.C. § 1355(b)), but the
forfeiture still requires the cooperation of the
foreign government. Sometimes that cooperation
is forth com ing, an d som etime s it is not.
Congress addressed this in the Patriot Act by
enacting a new prov ision at 18 U.S.C. § 981(k).
Under that statute, if the Government can show
that forfeitable property was deposited into an
account at a foreign bank, the Government can
now recov er the p rope rty by filing a c ivil
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forfeiture action against the equivalent amount of
money that is found in any correspondent account
of the foreign bank that is located in the
United States. It is not necessary to trace the
money in the correspondent account to the foreign
deposit; nor does the foreign bank have standing
to object to the forfeiture action. Only the
custo mer w ho m ade th e dep osit of th e forf eitable
funds into the foreign bank has standing to contest
the forfe iture.
The theory is that when the U .S. forfeiture
action results in the forfeiture of a given sum of
money from the correspondent account of the
foreign bank, the bank will then debit the
customer’s account abroad, leaving the bank in a
wash situation, and depriving the foreign
custo mer o f the fu nds th at hav e bee n forf eited to
the United States. This solves the problems that
occur when a foreign bank objects to the forfeiture
of funds in its correspondent account, claiming
that the mon ey be longs to the b ank, n ot its
customer, and raising the innocent owner defense.
Because this will be controversial, howev er,
forfeitures under section 981(k) require approval
from the Department of Justice.�
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I. Introduction
On December 21, 1989, an explosion brought
down a New York-bound 747 Jumbo Jet over
Lockerbie, Scotland, killing 259 passengers (189
of which were U.S. citizens) and 11 people on the
ground. The downing of Pam A m Flight 103 was,
until then, the largest mass killing of U.S. citizens
in a sing le terro rist eve nt. It pro mpte d Co ngre ss to
pass the Antiterrorism Act of 1990 and the
Department of Justice to create the Terrorism and
Violent Crime Section in the Criminal Division.
Unfortunately, it also ushered in a new era of
lethal terrorist attacks against U.S. citizens,
government workers, and military personnel, that
were a harbinger to the tragic terrorist attacks of
Septem ber 11th .
Like the bombing of Pan Am 103, the
September 11 terrorist attacks have resulted in the
passa ge of n ew leg islation intend ed to b etter eq uip
law enforcement to combat terrorism. Unlike the
1990 legislation, the Uniting and Strengthening
Am erica b y Pro viding App ropria te Too ls
Required to Intercept and Obstruct Terrorism
(USA PATRIOT) Act augmented the
government’s ability to use electronic surveillance
techniques (such as wiretaps, pen registers, and
trap and trace devices) to interdict terrorism.
Ma ny of these U SA P ATR IOT Act am endm ents
were intend ed to u pdate d fede ral statu tes to
improve the government’s capacity to combat
terrorism in the electr onic ag e.
II. How terrorists use computers and the
Internet
During the last decade, computers have
become increasingly commonplace in our society.
According to a recent U.S. Commerce Department
repo rt (A Nation Online: How Americans Are
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Expanding Their Use Of The Internet, February
2002) the number of U.S. households with a
com puter increa sed fr om 2 4.1 pe rcent in 1994 to
56.5 percent in 2001. Just as significant is the fact
that m ost of th ose co mpu ters ar e bein g use d to
access the Internet. The same Commerce
Department report found that over half of U.S.
households have Internet-access. The Internet has
permeated all facets of our society. We have
become dependent on it for a broad array of
purp oses, f rom e ntertain men t to bus iness to
acade mic res earch.
Unfortunately, the increase in Internet usage
in our society has also been accompanied by a
conc omita nt incre ase in u se of th e Inter net to
commit and facilitate crime. During the last
several years, there has been a precipitous
increa se in the com missio n of cr imes r elated to
the Inte rnet. T he Inte rnet is b eing u sed to com mit
conventional crimes such as fraud, extortion, and
theft. It is also being used to facilitate less
common crimes, such as terrorism. Below is a
brief discussion of the purposes for which
terrorists are exploiting computers and the
Interne t.
A. Proselytizing
The Internet’s global reach renders it the
perfect means of disseminating a message to a
large c omm unity. A web site pos ted on a serv er in
Beijing is accessible from Algiers, London, La
Paz, or Peoria. The business community has
exploited the Internet’s global reach to advertise
its wares . So hav e savvy terrorist org anization s.
Some of the most notorious terrorist
orga nizatio ns in th e wo rld are using the Inte rnet to
proselytize. Several terrorist groups that have
been designated by the State Department as
“foreign terrorist organizations” because they
engage in terrorist activity as defined in Section
212 ( a)(3) (B) o f the Im migra tion an d Na tionality
Act (8 U.S.C. §1182), maintain web sites on the
Intern et: e.g., the Revolutionary Armed Forces of
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Colombia; the military wing of the Colombian
Communist Party responsible for the 1999
kidnaping and execution of three U.S. Indian
rights activists on Venezuelan territory; Hamas
whic h pur sues th e goa l of esta blishin g an Is lamic
Palestinian state in place of Israel through use of
terrorist attacks, including large-scale suicide
bombings aga inst Israeli civilian and military
targets; the Liberatio n Tiger s of Tam il Eelam, a
separatist terrorist group that seeks an independent
state in a reas in Sri La nka in habite d by e thnic
Tamils and has used conventional, guerrilla, and
terror tactics, including some 200 suicide
bombings; and Hezbollah, which is a Lebanese
grou p of S hiite m ilitants tha t oppo ses the We st,
seek s to cre ate a M uslim fund ame ntalist sta te
mode led on Ira n, and is a bitter foe o f Israel.
If web hosting services in the United States
posted such web sites, they would be potential
targets for prosecution under 18 U.S.C. §2339B,
which renders it unlawful to provide material
support to designated terrorist organizations.
“Material support” is defined broadly under 18
U.S.C. §2339A(b) to include “expert advice or
assistance, ... communications, ..., and other
physical assets, except medicine or religious
materials.” However, the servers that host these
web sites ar e outs ide the United States , prob ably
beyond the reach of U.S. law notwithstanding the
fact that the web sites are accessible from the
United S tates.
B. Intelligence gathering
Increasingly, information is being made
availa ble on line as a servic e to the public . Wh ile
making information accessible via the Internet can
be extremely convenient for both those
responsible for disseminating information and
those seeking to obtain it, it can also pose risks
depen ding on the type o f inform ation invo lved. A
review conducted by a computer security firm of
information available to the public via the Internet
found that an alarming amount of data was
available that could be used to stage terrorist
attacks on key U.S. assets. The ability to retrieve
such inform ation a nony mou sly via the Inte rnet is
a boo n to ind ividua ls who wou ld use it to com mit
a crimin al act such as a terro rist attack.
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Indeed , searches performed on the residences
of the perpetrators of the September 11 terrorist
attack s reve aled th at the ter rorists used public
sources to gather intelligence on various potential
targets for terrorist attacks. Similar information
was attainable via the Internet, prompting the FBI
to disseminate an advisory in February 2002,
regarding possible attempts by terrorists to use
U.S. m unicip al and state w eb sites to obta in
information on local energy infrastructures, water
reservoirs, dams, highly enriched uranium storage
sites, and n uclear a nd gas facilities.
C. Communicating
For m any in the Un ited Sta tes, e-m ail is
among their primary modes of communication,
second only to the telephone and perhaps
conventional mail. If one has reliable access to the
Internet, communicating via e-mail has a host of
obvious advantages, especially for purposes of
international communications: a message can be
transm itted alm ost insta ntane ously anyw here in
the world via e-mail; sending an e-mail to distant
countries is far cheaper than conventional mail; email may be more reliable than some countries’
domestic postal services; most e-mail can now be
used to transmit photos, audio, and video files;
and some w eb-based e-ma il accounts are
accessible from anywhere on the planet that has
Interne t access.
E-mail can be sent virtually anonymously and
be diff icult to tra ce, esp ecially in rega rd to
international communications. These
characteristics of e-mail render it the ideal means
for inte rnatio nal terr orist gr oups to com mun icate
with cell members in other countries. Free webbased e-mail accounts like Hotmail, which do not
authenticate customer information, have
increasingly been used in relation to criminal
activity, including terrorism. Indeed, there are
indications that international terrorists have
already discovered the utility of e-mail as a mode
of commu nication. Many of the nineteen hijackers
maintained e-mail accounts. Furthermore, during
recent terrorists incidents, terrorists have sent
mess ages to the p ublic a nd the new s med ia
through the Intern et. For ex ample , Al Hay at, a
Pan-Arab daily newspaper published in London,
claims to have received and authenticated an
e-mail from Taliban leader Mullah Omar urging
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the Palestinians to fight on against America and
Israe l. Furth ermo re, ran som dem ands related to
the kidnaping and murder of journalist Daniel
Pearl w ere trans mitted by his capto rs via e-m ail.
D. Fundraising
While most charities have laudable goals,
some serve as fronts for terrorist organizations.
Such charitie s are p erceiv ed by innoc ent do nors to
be leg itimate . How ever, these c harities typica lly
use fr audu lent rep resen tations to lure d onor s into
contributing and do not disclose all the purposes
for which the donated money is used. Donated
funds can be converted by terrorist organizations
to plan future terror ist acts, r ecruit p erson s to
carry out atta cks, a nd su ppor t familie s of ter rorists
injured or killed. On December 4, 2001, acting
under the authority of Executive Order 13224
(Blocking Terrorist Property), the Administration
froze the assets of three charities because they
were Hamas-controlled organizations that finance
terror.
Some of these charities also operate web sites
on the Internet that collect funds. In May 2002,
the Department alleged that Benevolence
International Fund had links to al-Qaeda.
Specifically, the Department charged that al
Qaeda leader Usama bin Laden used Benevolence
International's ten offices worldwide to transfer
money to al Qaed a associates. Al-Qaeda m embers
would withdraw funds that were purportedly sent
to build schools or provide food for the poor from
bank accounts held by the charity, providing a
legitimate cover for the movement of funds that
financed terrorism. The Benevolence Foundation
maintained a web site that permitted contributions
online through credit cards or electronic banking
systems. It even permitted contributors to make
monthly contributions that could be auto-debited
to their credit card or bank account on an
appoin ted date.
As discussed above, providing material
support to an international terrorist organization
(i.e., an organization designated as a terrorist
organization under section 219 of the Immigration
and Nationality Act) is a violation of §2339B.
Currently, the State Department has designated
twenty-eight organizations as “international
terrorist organizations.”
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III. The USA PAT RIOT Act and terrorism
investigations related to the Internet
The USA PATRIOT Act amended
imm igration , mon ey lau nder ing, an d antiterrorism statutes. It also altered statutes
governing the interception and tracking of
electronic communications in order to improve the
government’s anti-terrorism capabilities. For
purposes of investigating terrorism and terrorismrelated activities facilitated by computers, the
amendments to statutes governing the tracking
and interception of electronic communications
were particularly important. Many of them were
drafte d befo re the a dven t of the I ntern et.
Consequently, they did not adequately address
some of the issues that arise when applying these
statutes to such new technology. As discussed
below, the USA PATRIOT Act amendments have
vastly impro ved la w en force men t’s ability to
collec t electro nic ev idenc e and will un doub tedly
assist law enforcement to wage the “War on
Terrorism.”
A. Using the Pen Register/Trap and Trace
Statute to identify a subscriber or user
The pen register and trap and trace statute (the
"pen/trap" statute) governs the prospective
collection of non-content traffic information
associated with communications, such as the
phone numbers dialed by a particular telephone.
Since the telephone was the primary means of
communicating electronically in 1986 when the
pen/trap statute was drafted, the statute was
written using telephone-specific language
refer ring to "local a nd lon g dista nce te lepho ne toll
billing records," "numbers dialed," and a
"telephone line."
Internet communications are now being used
like telephonic communications, by terrorists and
other crimin als, to p lan an d coo rdina te their
activities. Accordingly, federal prosecutors have,
in the la st few years , used pen/tra p ord ers to
obtain Internet Protocol (IP) addresses for
com puter s that ac cess e -mail a ccou nts rela ted to
criminal activity. IP addresses, much like
telephone numb ers, are unique nume ric identifiers
assigned to a computer while it is connected to the
Intern et. It is po ssible to use an IP ad dress to
determine the location of a computer from which
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an e-mail account was accessed, just like a
telephone number can be traced to a particular
residen ce.
Wh ile the u se of th e pen /trap sta tute to o btain
IP addresses wa s relatively common befo re
passage of the USA PATRIOT Act, no federal
district or appellate court had explicitly ruled on
its lawfulness. The USA PATRIOT Act amended
the pe n/trap statute to mak e it exp ressly apply to
Internet communications. For example, the
amended definition of a pen register under section
3127 permits installation of pen register and trap
and trace devices that obtain all "dialing, routing,
addressing, and signaling information" used in the
proc essing and tra nsm itting of w ire and electro nic
communications. This includes IP addresses, as
well as the "To" and "From" information
contained in an e-mail header. Pen /trap orders
cannot, however, authorize the interception of the
content of a communication, such as words in the
"subje ct line" o r the bo dy of an e-m ail.
Intercep tion of co ntent req uires a T itle III orde r.
The USA PATRIOT Act also amended
federal law to give trap/trace orders nationwide
effec t. Prev iously a US AO s eekin g to ob tain
pen/trap authority would be required to obtain an
order from the jurisdiction where the pen/trap
device was installed, which could be a distant
district where the Internet service provider’s (ISP)
servers were located. Under the USA PATRIOT
Act am endm ents, cour ts are n ow p ermitte d to
authorize the installation and use of pen/trap
devices in other districts. Thus, for example, if a
terror ism or other c rimina l inves tigation based in
Virginia uncovers a conspirator using a phone or
an Inte rnet ac coun t in New York , the V irginia
cour t can c omp el com mun ication s prov iders in
New York to assist investigators in collecting
information under a V irginia pen/trap order.
B. Identifying customers with subpoenaed
information
Under 18 U.S.C. 2703(c)(1)(C), the
gove rnme nt, usin g a su bpoe na, ca n obta in “ba sic
subs criber inform ation” for an Intern et acco unt.
Prior to passa ge of th e US A PA TRIO T Ac t, basic
subscriber information included name, address,
local and long distance telephone toll billing
records, telephone number or other subscriber
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number or identity, and length of service of a
subscriber. Unfortunately, this was sometimes not
sufficient to actually identify an account
subscriber because a user may register with an ISP
using a false name and address. A terrorist or
other crimin al wo uld be particu larly like ly to
engag e in such obfusc ation.
The USA PATRIOT Act expanded the
information that could be obtained with a
subpoena to identify an account subscriber under
section 2703(c)(1)(C). Subscriber information
now includes information about the credit card or
bank account used to pay for an account. Such
information cannot be falsified if that card or
account were actually used to pay for Internet
service. Thus, information about payments may be
an ess ential m eans of dete rminin g the tru e iden tity
of som eone seekin g to co ncea l their ide ntity. Th is
inform ation w ill prov e partic ularly valua ble in
identifying the users of Internet services where a
company does not verify its users’ biographical
inform ation. T he U SA P ATR IOT ame ndm ents
also provide for disclosure of “telephone
connection information,” “temporarily assigned
network address,” and “records of session times
and durations” with a subpoena. Such information
can also furnish fertile leads to help identify a
custom er and v aluable e videnc e of iden tity at trial.
C. Life and limb disclosure provision
Befo re pas sage of the U SA P ATR IOT Act,
ISPs were only allowed to voluntarily disclose
stored customer content under narrow
circumstances. For example, 18 USC §2702(b)(5)
permitted voluntary disclosure of customer
content to protect the ISP’s rights and property.
Non e of the exce ptions allowe d disc losure in
emergency circumstances. In the event that an ISP
independently learned that one of its custome rs
was imminently planning to commit a terrorist
attack, none of the voluntary disclosure provisions
clearly provided the ISP with authority to disclose
that information to law enforcement. Section
2702(b)(6) permitted disclosure of information
that appeared to pertain to the comm ission of a
crime, but only if that information was
“inadvertently obtained” by the ISP. If an ISP
disclosed information in violation of section 2702,
it could have been sued civilly.
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The USA PATRIOT Act amended subsection
2702(b)(6) to permit, but not require, a service
provider to disclose to law enforcement either
conte nt or no n-co ntent c ustom er rec ords in
eme rgen cies inv olving an im med iate risk of dea th
or ser ious p hysic al injury to any perso n. This
voluntary disclosure, however, does not create an
affirmative obligation to review customer
communications to uncover imminent dangers.
Howeve r, an ISP may no w disclose a customer’s
communications if it discovers communications
that it reasonably believes constitute an
emergency that requires disclosure without delay
involving immediate danger of death or serious
physical injury to any person.

interv ention of age nts, pro secu tors, an d judg es, in
the districts where major ISPs are located.

D. Section 220 na tionwide search w arrants
for e- mail

Because of concerns over the expansion of
law enforcement’s authorities, Congress made
man y of the USA PAT RIO T Ac t’s am endm ents
(such as the emergency voluntary provider
disclosure and nationwide search warrant
provisions) “sunset” on D ecember 31, 20 05. If
they a re not r e-auth orized by Co ngre ss, they will
be au toma tically re peale d. Co ngre ss’ de cision to
re-authorize them will likely rest upon whether
they have proven effective for law enforcement
and whether they have been abused. The Criminal
Division’s Computer Crime and Intellectual
Property Section is prepared to assist any U.S.
Attorney’s Office with questions about these
amendments and their application.�

Und er sec tion 27 03(a ) the go vern men t is
requ ired to u se a se arch w arran t to com pel a
prov ider to d isclose unop ened e-ma il less tha n six
months old. But Rule 41 of the Federal Rules of
Crim inal Pr oced ure re quire s that the "prop erty" to
be obtained be "within the district" of the issuing
cour t. Acco rding ly, som e cou rts hav e dec lined to
issue section 2703(a) warrants for e-mail located
in other districts. Unfortunately, this refusal has
placed an enormous administrative burden on
those districts in which major ISPs are located,
such as the Eastern District of Virginia and the
Northern District of California, even though these
districts may have no relationship with the
criminal acts under investigation. In addition,
requ iring in vestig ators to obtain warr ants in
distant jurisdictions has slowed time-sensitive
investigations. In the aftermath of September 11,
the U.S. Attorneys’ Offices for the Ea stern
District of Virginia and the Northern District of
California were swamped with requests for search
warrants for e-mail accounts related to the terrorist
attacks.

IV. Conclusion
Congress amended the authorities discussed
above specifically to bolster the governme nt’s
ability to com bat terr orism . Thes e am endm ents
have alread y pro ven h elpfu l and h ave b een u sed in
the PENTTBOMB investigation of the September
11 terrorists attacks. However, these USA
PAT RIO T Ac t ame ndm ents h ave n ot exc lusive ly
benefitted terrorism investigations. Indeed,
investigations of all manner of criminal conduct
with a nexus to the Internet have benefitted from
these am endm ents.
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The USA PATRIOT Act amended section
2703 (a) (an d para llel prov isions e lsewh ere in
section 2703) to allow investigators to use section
2703(a) warrants to compel records outside of the
district in which the court is located, just as they
use federal grand jury subpoenas and orders under
sectio n 270 3(d). T his ch ange enab les cou rts with
jurisdiction over investigations to compel
evidence directly, without requiring the
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Immigration and Naturalization
Service's Role in Fighting Terrorism
Daryl F. Bloom, Assistant District Counsel
United States Department of Justice
Immigration and Naturalization Service
Philadelphia District/York Field Office
In the wake of the September 11, 2001 attacks
on America, I, along with countless others, was
dispatched to Washington, D.C., to staff the
Federal Bureau of Investigation, George Bush
Strategic Information and Operations Center
(SIOC). The SIOC was the heart of the
Pentagon/Twin Towers Bombing (PENTTBOM)
investigation. The SIOC is a Secu re
Compartmental Information Facility (SCIF)
located on the fifth floor of the FBI building.
Gaining access to the SIOC requires a special
com partm entaliz ed, as well as a top-s ecret,
clearance. The main room is a large open space
surrounded by numerous smaller breakout rooms
and offices. There are no windows in any of the
room s. The room was d esign ed to d ivide in to
many sections and is capable of handling several
events at one time. In January, the SIOC was
sectioned off and used to prepare for the Super
Bowl and the Winter Olympics.
During the PENTTBOM investigation,
virtually every United States federal law
enforcement agency was represented in the room.
Military personnel, law enforcement agents,
attorneys, and support staff, occupied every inch
of the forty thousand square foot space. In some
instan ces tw o indiv iduals , on the same shift,
shared a desk despite the fact that the room was
equipped with more than one hundred desks,
computers, and monitors and contained a maze of
computer and telephone wires. Dozens of fax
mac hines occu pied a lmos t an en tire wa ll. CNN
Headline News, C-SPAN, and CNBC could be
viewed on two, five by fifteen foot video screens,
which provided up -to-date news reports. In
addition to the charts and diagrams, dozens of
enlarged photographs of the hijackers and the
damage from the September 11 attack w ere
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displayed throughout the room as a constant
reminder of the seriousness of the task.
The Director of the FBI, Robert Mueller, and
Attorney General John Ashcroft frequently passed
through the room providing greetings and
encouragement to the staff. In addition, the room
was often buzzing with official visitors, including
President Bush, Vice President Cheney, the
Director of Homeland Security, Tom Ridge, and
numerous high-ranking military officials,
Senators, and Congressman. The President, Vice
Presid ent, an d Dire ctor of Hom eland Secu rity
thanked us for our dedication and hard work and
assured us that the responsible parties would be
brought to justice.
The dedication that we felt in the room was an
extraordinary testament to the task force’s
commitment to public service. Even though many
members were away from their homes and
families for significant periods of time and living
in hote ls, they were hono red to s erve. Ever yone in
the room was helpful to the fullest extent possible.
In addition, the support of the public was
overwhelming. For example, several businesses
and organizations donated snacks for the
personnel who were working during late night and
early m ornin g hou rs. Ele men tary sc hool s tuden ts
sent a thank-you note, which was displayed in a
break room an d encompa ssed almost an entire
wall. S ome of the lo cal res tauran ts exten ded th eir
hours to stay open for the personnel working at
the FBI headquarters, despite the fact that tourism
was down, and they would not likely have other
customers during those h ours. An FBI ag ent’s
parents donated a full dinner, rivaling most
families’ Thanksgiving Day dinners, for the
dozens of employees at the SIOC one Sunday
afternoon.
I represented the Immigration and
Naturalization Service (INS) at the SIOC,
answering legal questions related to immigration
arrests, detentions, searches, and other evidentiary
matters. Originally, INS attorneys from Boston,
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Penns ylvania, N ew Jer sey, and Was hington , D.C.,
were assigned to the SIOC in twelve-hour shifts,
twenty-four hours a day and seven days a week.
After two weeks, the shifts were reduced to eight
hours and weekend shifts were eliminated. The
reality was twelve-hour business days and only a
few hours on the weekends. The dedication and
energy felt throughout the room eased the long
hours spent at the SIOC, and the hectic pace made
the tim e pass quick ly. The field atto rney s with
whic h I dea lt and th e staff at the N ationa l Secu rity
Law Unit at the INS Headquarters and FBI
Headquarters greatly assisted with the heavy
caseload.
All national security and terrorist-related
cases are assigned to special, designated attorneys
in the district and field offices, who receive
special training in the handling of these types of
cases. The appropriate Office of the Regional
Counsel for the particular region and INS
Headquarters’ Office of the General Counsel
monitor the cases. A staff attorney in the office of
the General Counsel will serve as the liaison
between the CIA, FBI, Department of State, the
National Security Agency, and other federal
agencies.
Although tremendous progress in the
investigation and a large number of immigration
arres ts wer e bein g ma de, the task fo rce ne eded to
address the hundreds of immigration cases related
to the investigation. A unique working group was
quickly established to deal with the aliens, defined
as any person who is not a citizen or national of
the United States, linked to the attack or contacted
due to a P ENT TBO M lead .
The working group consists of representatives
from the INS, FBI, Office of Immigration
Litigation (OIL), Terrorism and Violent Crime
Section (TVCS) and the Deputy Attorney
General’s Office. The gro up's primary
responsibility is to liaise with the FBI, INS, and
United States Attorneys' offices in the field and at
the headquarters offices, to facilitate information
and evidence sharing. The group also coordinates
the ca ses to e nsure that tho se alien s linke d with
the attack are not released until they can be
criminally prosecuted or removed from the
United States. The cooperation between these
agenc ies is unp aralleled.
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Once an individual is encountered , based on a
PENTTBOM lead, INS agents initiate an
investigation to determine his or her immigration
status. Such cases are generated internally by the
INS, subject to concurrence by the FBI, or
generated by a referral from the FBI to the INS.
The TVC S and the United States Attorney’s
Office for the Eastern District of Virginia and
South ern D istrict of New York determ ine if
material witness warrants should be issued based
on information they may provide to a grand jury.
Criminal charges are prepared by the
United States Attorney’s office in the controlling
district, in the event that an alien might be placed
in immigration removal proceedings and ordered
released on an immigration bond by an
Imm igration Judg e. M any o f the ind ividua ls
arrested by the INS based on PENTTBOM leads
were eligible for release on bond because they
were not removable based on a terrorist ground of
removal. The Immigration Judge may not
redete rmine the cu stody cond itions w ith resp ect to
an alien who has been charged with a terrorism
grou nd of remo val.
The authority of the Immigration and
Nationality Act allows INS agents to arrest and
detain aliens on immigration matters while the
investigation continues, with the goal of bringing
those responsible for assisting in the September
11 attack to justice. Although some of the
individuals could not be criminally prosecuted for
the attack, they could be removed from the
Unite d State s, whic h help s neu tralize o r elimin ate
possible future threats. The law enforcement
community and others quickly became aware that
the IN S is a v aluab le asse t to law e nforc eme nt.
Many of the people working outside of the
INS are not familiar with the ever-evolving and
complex immigration statutes and regulations that
may be he lpful. T he Im migra tion an d Na tionality
Act is a labyrinth of laws, exceptions, and
waiv ers. T heref ore, w hen a sked to write this
article abo ut my e xperien ce at the S IOC, I
determ ined th at it was a perf ect op portu nity to
provide a basic guide to the INS’s handling of
terror ist case s and imm igration laws in gene ral.
The INS, through its designated employees,
has expanded search powers, which proves
helpful in the investigation. Authorized INS
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officers and employees have the power to conduct
a search, without a warrant, of any person, and of
the personal effects in the possession of any
person, seeking admission to the United States.
The officer must have reasonable cause to suspect
that grounds exist, which would be disclosed by
the search, for denial of admission to the
United States under the INA. Authorized INS
officers have the power to board and search for
aliens on any vessel within the territorial waters of
the U nited S tates, an d any railwa y car, a ircraft,
conv eyan ce, or v ehicle within a reas onab le
distance from any external boundary of the
United S tates.
INS officers also have extended interrogation
and arrest authority. Authorized officers and
employees of the INS have the power, without
warrant, to interrogate any alien or person
believed to be an alien, as to his or her right to be,
or to remain, in the United States. The officers
and employees also have the power to arrest any
alien in the Un ited Sta tes if the re is rea son to
believ e that th e alien is in the U nited S tates in
violation of law and is likely to escape before a
warra nt can be obtained for his arr est.
The I NS m ust ma ke a d eterm ination within
forty-eight hours of arrest, unless voluntary
departure is granted, whether the alien will be
continued in custody, released on bond or
recognizance, and whether to issue an NTA. An
exception to the forty-eight-hour rule occurs in the
event of emergen cy or other extraordinary
circumstances, in which case the INS must make
such determ ination s within an ad ditiona l,
reasonable period of time. This exception was
created in response to the terrorist attacks. In
many cases, obtaining the necessary information
within forty-eight hours is nearly impossible, and
the country was in a President-declared state of
eme rgen cy. Th e diffic ulty in d eterm ining id entity
is compounded by the fact that documents from
many coun tries have poor security features. In
addition, a vast network exists of false
documentation, passports, driver’s licenses, and
birth ce rtificate s. Dete rminin g iden tity with in
forty- eight h ours in every case is virtually
impossible.
If app ropria te, the IN S plac es the in dividu als
in removal proceedings under Title II of the
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Immigration and Nationality Act (INA). Removal
proceedings are initiated by the issuance and
filing o f a cha rging docu men t called a Notic e to
Appear (NTA), which sets forth the factual and
legal basis for attempting to remove the alien from
the United States.
Individuals, placed in removal proceedings,
are either charged with inadmissibility or
depo rtability g roun ds of r emo val. A n alien is
inadmissible if he or she is attempting to enter the
United States, or is present in the United States,
without being lawfully admitted or paroled. An
alien is deportable if he was lawfully admitted
into the United States but ha s failed to ma intain
his immigration status, overstayed his visa, or
engaged in qualifying unlawful conduct. Most
federal and state convictions can form the basis of
a charge of removal and many may also bar the
individual from various waivers and forms of
relief, w hich w ould a llow th e indiv idual to
lawfully remain in the United States,
notwithstanding certain criminal convictions.
Engaging in terrorism renders an alien subject
to removal. Filing a terrorism charge of removal
requires the approval of the INS HQ National
Security Law Unit under the Office of the General
Counsel and the National Security Unit under
Field Operations. A terrorism charge can be filed
for any alien that engages in, is likely to engage
in, or has engaged in, terrorist activity; incited
terrorist activity; is a representative of a foreign
terrorist organization; or, is a member of a foreign
terrorist organization which the alien knows or
should have known is a terrorist organization.
Terrorist activity is defined in INA section
212(a)(3)(B)(ii) and includes:
•

hijacking or sabotage of any conveyance;

•

seizin g or d etainin g and threate ning to kill,
injure, or continuing to detain another
individual in order to compel a third person or
government to do or abstain from doing some
act;

•

a viole nt attac k upo n an in ternatio nally
prote cted p erson ;

•

an ass assina tion;

•

and, the use of any biological agent, chemical
agent, nuclear weapon, explosive device or
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firearm with th e inten t to end ange r the sa fety
of oth ers or cause substa ntial da mag e to
prope rty.
Terrorist activity also includes any threat, attempt
or conspiracy to do any of the foregoing.
"Eng age in terror ist activity " mea ns to
commit, as an individual or as a member of an
organization, an act of terrorist activity or an act
that pro vides mate rial sup port to any in dividu al,
organization or government in conducting a
terror ist activity . "Eng age in terror ist activity " is
defined in INA section 212(a)(3)(B)(iii) and
includes:
•

the preparation or planning of a terrorist
activity;

•

the gathering of information on potential
targets for terrorist activity;

•

the providing of any ma terial support
(including a safe house, transportation,
communications, funds, false documentation,
weapons, explosives, or training) to any
individ ual the actor k now s, or ha s reas on to
believ e, has com mitted or plan s to com mit a
terrorist activity;

•

the soliciting of funds or other things of value
for terrorist activity or a terrorist organization
and;

•

the solicitation of any individual for
mem bersh ip in a ter rorist o rgan ization or to
engag e in a terro rist activity.

The Department of State publishes a list of
entities that are designated as foreign terrorist
organizations. The list also includes other names
the group has used or is known by, abbreviations
to the name of the group and acronyms. In order
for the entity to be subject to designation as a
"foreign terrorist organization" under the
Anti-Terrorism and Effective Death Penalty Act
(AEDPA), the Secretary of State must find that an
entity is a foreig n org aniza tion en gagin g in
terrorist activities that threaten the national
secu rity of th e Un ited Sta tes. No nethe less, it is
important to note that an alien may still be a
terrorist even if he or she is not affiliated with any
organization included in the list of terrorist
organizations, and a group can be a terrorist
organization even if not so designated by the
M A Y 2002

Secretary of State. Thus, an alien, who is a
member of a nondesignated terrorist organization,
or wh o is oth erwis e belie ved to have enga ged o r is
likely to engage in terrorist activity, may still be
inadmissible or deportable from the United States.
After a decision is made to proceed under
Title II removal proceedings and to issue an NTA,
the charging document is then filed with the
Immigration Court. The Immigration Court is an
administrative body under the authority of the
Attorney General of the United States.
Immigration Courts are trial level tribunals, which
determine whether an individual is in the
United States in violation of United States law
and, if so, wh ether th ere is a ny w aiver o r bene fit
available to the individual that would allow them
to remain in the United States lawfully. An INS
Assistant District Counsel represents the INS at
the hearings. Aliens have the right to be
represented by counsel, but at no expense to the
gover nmen t.
In removal proceedings, the alien must show
the tim e, plac e, and man ner of his or h er entr y into
the United States. The INS must establish the
individual’s alienage and remova bility by clear,
convincing, and unequivocal evidence. The
burden then shifts to the respondent to establish
nonremovability. When an alien makes an
application for a visa or other entry document, he
or she mus t prov e that h e or sh e is eligib le to
receive such a visa or document, and that he or
she is not inadmissible under any provision of the
Imm igration and N ationa lity Act.
The f edera l rules o f evide nce d o not a pply in
immigration removal proceedings. To be
adm issible, e viden ce ne ed on ly be re levan t,
probative, and its use must be funda mentally fair.
Hearsay evidence has no per se objection. An
alien has the right to examine the evidence against
him and to cross-examine witnesses presented by
the go vern men t. How ever, an ex ceptio n exis ts
with respect to classified material presented by the
INS to rebut applications for relief or support the
respondent’s inadmissibility to the United States.
The 1996 antiterrorism bill that followed the
Oklahoma City bombing and first World Trade
Center bombing specifically authorized the use of
classified evidence in some immigration
proceedings. However, the use of classified
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evidence in immigration proceedings has existed
since at least 1956.
The Service has the ability to present
classified evidence in an in camera and ex pa rte
proceeding. The use of classified evidence
requires the approval of INS Headquarters and the
Deputy Attorney General’s office. Therefore, the
request should be made as soon as possible.
Statutory provisions authorizing the use of
classified evidence appear primarily in INA
sections 235(c) and 240(b) No provision allows
for the review or con fronta tion by the alien (or his
representative). The respondent is only provided
acce ss to an uncla ssified sum mary of the m aterial,
and then only if the agency providing the material
deems that it can safely be provided. Removal
proceedings are civil in nature. Therefore, the
procedural safeguards prescribed for criminal
cases are not applicable. In a federal civil case,
plaintiffs have no right to classified information.
The Supreme Court has affirmed the use of
classified information in Title II proceedings
whe re the d isclosu re of s uch in form ation w ould
be prejudicial to the public interest, safety, or
security, of the United States. However, classified
inform ation s hould only b e used whe n abs olutely
necessary in order to protect the information from
unnecessary disclosure. Other ways to obtain the
same information through unclassified means or
sources should be used when available. The
reliability of the evidence is always questioned
and m ust be ad dresse d at the for efront.
Some federal courts have ruled against the
government in "secret evidence" cases. In one of
the first decisions concerning the use of classified
evidence under the 1996 legislation, a federal
district court ruled that the use of classified
information against an alien accused of having
links with terrorists was unconstitutional and
violated the alien’s right to due process.
Kiareldeen v. Reno, 71 F.Supp. 2d 402 (D. N.J.
1999).
The plain language of the Act bars the use of
classified evidence to establish deportability, as
opposed to inadmissibility, in removal
proceedings. Classified evidence may be used
only in opposition to the alien’s admission or once
deportability is established. The Act provides for
the us e of cla ssified evide nce in oppo sition to
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applications for discretionary relief. If the
gove rnme nt wish es to us e class ified ev idenc e to
establish deportability, it must invoke the Title V
procedures through the Alien Terrorist Removal
Court (ATR C).
The A TRC was e stablish ed to a djudic ate
special removal proceedings where the INS seeks
to remove an alien terrorist under a terrorism
charge. The ATRC is comprised of five
United States District Court judges appointed by
the Chief Justice of the United States Supreme
Court. A single judge presides over the individual
special removal proceeding. Before this court, the
government has the burden of establishing, by a
preponderance of the evidence, that the alien is a
terror ist. The sole iss ue in su ch a p rocee ding is
whe ther the alien is r emo vable . The a lien is
entitled to legal representation at government
expe nse if h e or sh e is una ble to a fford private
counsel. Although Title V of the Immigration and
Natio nality A ct prov ides th ese sp ecial co urts, it
has g enera lly bee n fou nd tha t the pu blic inte rest is
better served by charging suc h aliens in ordinary
expulsion proceedings under Title II of the INA.
A co mm on falla cy is tha t the IN S can detain
aliens based solely on their illegal presence in the
United States. Although aliens arriving in the
United States are not eligible for bond, there must
be a justification for the detention of aliens
already present in the United States. This requires
some individualized inquiry. Mandatory custody
prov isions e xist for som e alien s who are pr esen t in
the United States and removable for terrorism and
certain criminal grounds. The United States
Supreme Court holds that the Due Process Clause
applies to all persons within the United States,
including aliens, whether their presence in the
United States is lawful, unlawful, temporary, or
perm anen t. Som e fede ral distr ict cou rts hav e held
that the mandatory custody provisions contained
in the Immigration and Na tionality Act are
uncon stitutional. Patel v. Zemski, 275 F.3d 299
(3d Cir. 2001) (holding that § 236(c) of the INA
impro perly depriv ed the subje ct resp onde nt his
constitutional due process rights).
The INS makes the initial custody
determination, either setting a bond amount or
finding that the alien is a flight risk and/or danger
to the community and holding that bond be
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denied. If the alien remains in INS custody, he
may apply to the Immigration Judge for a change
in his cu stody status a t any tim e befo re his
remo val ord er bec ome s adm inistrativ ely fina l.
Imm igration judge s do n ot hav e the a uthor ity to
conduct bond redeterminations for arriving aliens,
which includes aliens paroled into the
United States, certain criminal aliens, and aliens
charged with a terrorism ground of removal. Bond
decisions are subject to appeal to the Board of
Immigration Appeals, the appellate body for the
Immigration Court. The INS has the ability to stay
the bo nd de cision of an I mm igration Judg e until
an appellate decision can be rendered where the
INS initially set a bond at $10,000 or more.
The Immigration Judge’s decision on bond
need only be based upon "information" provided
by the alien or the INS, rather than the traditional
requirement of evidence. The INS attorney may
simply narrate relevant factors without witnesses
or introdu cing do cume ntary ev idence .
One purp ose o f the w orkin g gro up w as to
gather evidence that could be used in the bond and
removal hearing. Because of the significance of
the PENTTBOM cases, affidavits were prepared
for the hearings and signed by senior FBI agents.
Although the affidavits were as specific as
possible, the group is mindful of revealing too
much information that might jeopardize the
investigation, disclose a confidential source, or
otherwise be detrimental to the case. In addition,
the investigation is in the developmental and
initial stag es. Th erefo re, it is diff icult to o btain a ll
of the fac ts for the h earings .
The attack on America resulted in several new
amendments in the law to combat terrorism. The
Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and
Obstruct Terrorism Act (USA Patriot Act), Pub.
L. No. 107-56, 115 Stat. 272 (2001), was passed
in response to the September 11 attacks. The USA
Patriot Act expanded the terrorism grounds of
inadmissibility in § 212(a)(3)(B) and renders
inadm issible:
•

a representative of a political, social or other
similar group whose endorsement of acts of
terrorist activity the Secretary of State has
determ ined u nder mine s Unite d State s effo rts
to reduce or eliminate terrorist activities;
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•

an individual who has used his or her position
of prominence within any country to endorse
or espouse terrorist activity, or persuade
others to support terrorist activity or a foreign
terrorist organization, in a way that the
Secretary of State has determined undermines
Unite d State s effo rts to re duce or elim inate
terrorist activities; and

•

the sp ouse or child of an a lien ina dmis sible
under this section, if the activity that rendered
the alien inadmissible occurred within the last
five yea rs.

The Patriot Act also expanded the definition
of "terr orist ac tivity." A nothe r ame ndm ent gra nts
the Attorney General or the Commissioner of the
INS authority to certify cases of aliens if they are
described in national security or terrorism grounds
of rem oval a nd allo ws the m to b e held for up to
seven days before charging the alien criminally or
placing them in removal proceedings. Effective
September 17, 2001, the period of time in which
the INS must make custody and charging
determinations was extended from twenty-four
hours after arrest to forty-eight hours, unless
volun tary de partu re is gr anted , or a "re ason able
period of time" in the event of emergency or other
extraordinary circumstances. This open-ended
provision was implemented in order to provide
more time to establish identity, check domestic,
foreign and international databases, and liaise
with law enforcement in the United States and
abro ad. Th e am endm ents ar e a gre at add ition to
the counter-terrorism measures already in place.
However, the best way to combat terrorist
activity is intelligence. A battle is lost every time
a terro rist attac k occ urs. T he ob ject is no t simply
to arre st and ultima tely co nvict th ose re spon sible
for the terror ist activity . The o bject is to stop ac ts
of terrorism before they occu r, even if the effort
does not res ult in a co nvictio n. Arr esting terror ists
disrupts terrorist networks. Therefore, the INS,
FBI, a nd oth er law enfor cem ent ag encie s need to
continue to coordinate their efforts in the
investigation of individuals suspected of terrorist
activity.
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Victim-Witness Services in a World
Faced with Terrorism
sacrifice, compassion, endurance, and
unse lfishne ss, can bring abou t unity a nd he lp
those who are suffering. This assures them that
they a re not a lone a nd tha t imm ediate help is
available for them.

Jennifer Parks-Abbott
Victim-Witness Specialist
United States Attorney’s Office
Eastern District of Virginia
I. Introduction
Every American citizen, and many citizens
of foreign countries, became crime victims on
September 11, 2001, when terrorists struck on
American soil. Whether by loss of loved ones,
friends, businesses, occupations, or real estate,
the victim count is massive. Government
agencies have come to the realization that the
world has chang ed and will likely involve more
and more terrorists attempts here and abroad, be
it by weapons of mass destruction or by
biological and chemical weapons. Consequently,
man y age ncies are cr eating servic e units to
provide immediate assistance to crime victims
and witnesses so as to alleviate, as much as
possible, the pain and suffering caused by such
senseless acts.
Terrorism is premeditated to cause deaths
and injuries, which result in an atmosphere of
shock and dismay. Recovering from such
devastation can take a lifetime. The destruction
of life and property causes us to pause and
reflect on where we h ave been and w here we are
headed in the future. Our priorities with victims
and witnesses have become more defined as we
have seen firsthand how our humanity, self-
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A Decade of Terrorism
Pam Am Flight 103 – December 21, 1988
Airplane explodes over Lockerbie,
Scotland.
New Yo rk City - February 26, 1993
Massive bombs explode below the World Trade
Center.
Tokyo, Jap an - March 20, 1995
Terrorists release sarin gases in
subw ay trains.
Oklahom a City - April 19, 1995
Truck bomb explodes at the
Alfred P. Murrah Federal Building.
Khobar Tower Bombing – June 25, 1996
Truck carrying bomb explodes outside a U.S.
military housing facility.
Kenya an d Tanzan ia - August 7, 1998
U.S. Embassies bombed.
USS Cole – October 12, 2000
Bombing of a U.S. Navy Ship in port at Yemen.
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Just days after the September 11 tragedy,
women g ave birth to children whose fathers
were killed in the World Trade Center, the
Pentagon, and the Pennsylvania plane crash.
Unless one has been in such a situation,
knowing the deep pain and grief these women
mus t have gone throu gh du ring d elivery is
impo ssible. T hese wom en ne ed the imm ediate
support of victim specialists who can assist them
in obta ining th e serv ices the y requ ire wh ile
rebuilding their lives.
Thousands of children were left without one
or both parents on that tragic day. These
children will need counseling and other services,
perhaps for the rest of their lives, as they grow
up w ithout a paren t or par ents. D aily life w ill
constantly remind them of their losses as they
participate in school and athletic activities. They
will suffer emotionally and psychologically and
requ ire ade quate servic es and supp ort sys tems to
let them know that they are not alone.
Following the September 11 attacks,
Am erican s wer e face d with an an thrax scare . All
Americans became crime victims because of
feeling s of be ing un der sie ge by the da ily
delivery of their mail. As if the loss of life and
limb in the terrorists attacks was not enough,
terrorists claimed several other victims and
caused human suffering and death from inhaling
anthrax.
Numerous victims of terrorism look to us for
support, and we must answer the call. Many
victims are merely trying to cope, but some of
the problems are too serious for mere coping
skills. W e mu st seek out tho se wh o will
even tually, if th ey are not alre ady, b e face d with
post traumatic stress, suffer flashbacks,
nightmares, anxiety attacks, anger, upsets, and
difficulty sleeping and concentrating. Lives have
dram atically chan ged a nd w ill contin ue to
chan ge as th e reality of wh at is hap penin g in
Am erica s ets in. O ur go vern men t contin uous ly
reminds us that this will probably not be the last
time th at we w ill be fac ed w ith terro rists ac ts
against A merica n citizens.
II. Coping with the aftermath of terrorism
A critical aspect of the aftermath is dealing
with the destruction caused to loved ones. Out of
M A Y 2002

the ashes of the World Trade Center, the
Pentagon, and the Pennsylvania crash, came
mangled bodies and, in many cases, no body
will ever be found. Therefore , families are
unable to have funeral services and have grave
sites to visit. For many, these absences prevent
them from experiencing closure. This fact alone
has very devastating effects on the families.
Also h ard hit w ill be the surviv ors w ho w ill
constantly ask themselves why they were spared
when so m any of their friends and cow orkers
were n ot.
Victim-Witness Specialists are able to assist
these individuals with the help of other
government agencies. Various offices and units,
providing a variety of services, are in place.
While we try to understand the depths of the
despair that crime victims face, we will also
attempt to help them through the process by
assuring them that we can ease their pain and
suffering and provide them with information
needed to rebuild and carry on with their lives.
In 2001, the Office for Victims of C rime (OVC ),
under the umbrella of the Department of Justice,
prepared a handbook, titled OVC Handbook for
Coping After Terrorism; A Guide to Healing
and Recovery, which is very useful. VictimWitness Specialists should make this publication
a part o f the ca ring p acka ge tha t they p rovid e to
crime victim s. This hand book prov ides v aluab le
inform ation to victim s whic h will h elp the ir
recovery efforts.
Practical Coping Ideas
•

"Give yourself time to get through the
most hectic times and to adjust before
making decisions that will affect the rest
of your life." OVC H ANDBOOK FOR
C OPING A FTER T ERRORISM 6.

•

Discuss the experience with a counselor,
clergy member, friend, family member, or
other survivors about what happened.
Sharing your experience over and over
can be helpfu l. See OVC H ANDBOOK FOR
C OPING A FTER T ERRORISM 7.

•

Ask ques tions . Begin to res tore o rder in
your world by reestablishing old routines.
See OVC H ANDBOOK FOR C OPING A FTER
T ERRORISM 7.
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•

Avoid using alcohol and other drugs.
They may temporarily block pain, but
will not help with the healing. "You have
to experience your feelings and look
clearly at your life to recover from
tragedy." OVC H ANDBOOK FOR C OPING
A FTER T ERRORISM 7.

The victims and witnesses of the September
11 tragedy, and all crime victims, must be given
every opportunity to express their feelings
whenever the need arises. To that end, VictimWitn ess Sp ecialists shou ld wo rk with local,
state, and federal agencies to set up support
groups, psychological services, and other means
of support so that the victims do not feel that
they are alone in their grief. All victims of
crimes need to feel secure and safe, knowing
that they can receive emotional and physical
assistance.
The way victims cope may depend on the
information provided by Victim-Witness
Specialists and the manner in wh ich they are
treated during the investigation and prosecution
stages of the case. Victims should always feel
that they have support and compassion. The goal
should always be to restore some type of
secu rity and contro l to their liv es. Th is instills
trust and cooperation because victims realize
that we are loo king o ut for th eir bes t interes t.
Victim-Witness Assistants should also realize
the full extent of victims' physical and emotional
needs, making such determinations on a victimby-v ictim b asis, an d not a ttemp t to grou p all
victims’ needs into one category.
III. Services offered to victims and witnesses
in the face of terrorism
Terrorist activity brings about great loss of
life and is a major concern of the United States
and other nations. Those who can provide
com fort an d hop e to vic tims an d witn esses rely
on the service providers to give them help and
direction. Victim-Witness Assistants provide:
•

a listening ear;

•

need ed ser vices , such as refe rrals to local,
state and federal agencies;

•

notification of court proceedings;
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•

opportunity for victims to speak to the court
by way of victim impact statements.

Victim -Witn ess pe rsonn el are tr ained to
respond quickly to the needs of crime victims.
Following terrorists attacks, they will become
intensely involved in the lives of those affected.
The victims of the World Trade Center and
Pentagon attacks are not only those who had
relatives killed or injured, but also those who
had the task of rescuing, recovering, identifying,
and notifying family members. These
individ uals, w ill com e to suf fer in th e after math
of the rescue and recovery operations, just as the
relatives of those who were killed.
The type of terror a victim or witness
expe rience s doe s not m atter as the afte rmath is
always the same. Victims are faced with shock,
numbness, sorro w, grief, fear, guilt, anger,
resentment, loneliness, depression, isolation,
physical symptoms of distress, panic, the
inability to resume normal activities, and often
delayed reaction to the terrors. Victim-Witness
personnel become invaluable to the well-being
of these individuals. First and foremost, the
Victim-Witness personnel must gain the trust
and confidence of victims by treating all victims
with fairness, dignity, and respect. The
Specialist also has a responsibility to ensure that
the vic tims ar e awa re of th e serv ices av ailable to
them. The Victim-Witness Protection Act
(VWPA) sets forth services that must be
provide d to ever y crime victim.
In many cases, agencies such as the
Department of Housing and Urban Development
(HU D) ha ve be en co ntacte d to ass ist in
providing temporary housing for victims. In one
case, a mother of five children, ranging in age
from three to twenty-one years, received a longterm prison sentence after entering a plea of
guilty to feder al drug offen ses an d agre ed to
cooperate with federal authorities and testify
against co-defendants. Her children, after her
arrest, were living with a friend of some of the
other co-defendants, thereby making them
potential su bjects of r etribution f or the m other's
cooperation. After several attempts at finding
reasonable housing for the children, the VictimWitness Specialist requested and received
housing assistance from HUD for
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semip erma nent h ousin g and vouc hers. T his
enabled the children to remain together as a
family and continue with their education and
afterschool care in familiar surroundings.
Serv ices P rovid ed by Victim
Witness Personnel
•

Inform victims where they may receive
emergency med ical and social services.
See 42 U.S.C. § 1060 7(c)(1)(A) (2001).

•

Inform victims "of any restitution or
other relief to which [they] may be
entitled," and inform them of the
"manner in which such relief may be
obtained." 42 U .S.C. § 10607(c)(1)(B ).

•

must be involved in the initial stages of planning
and d evelo pme nt so th at they are ab le to cre ate
and update programs and services that assist
victims and witnesses when tragedy occurs.
Programs such as the Victim Notification
System (VNS) enable victims to receive
information regarding upcoming trial
proceedings. This system also keeps them
informed, on a regular basis, by an automated
telephone system.
During the investigation and prosecution of
crimes, Victim-Witness personnel are required
to pro vide n otice to victim s rega rding :
(1) the status o f the inv estiga tion of the crim e, to
the extent that it will not interfere with the
inves tigation ;

Inform victims o f public and private
programs that are available "to provide
counseling, treatment, and other
support." 42 U .S.C. § 10607(c)(1)(C ).

(3) the filing of charges against a suspected
offen der;

•

Assist victims in contacting persons who
are responsible for providing services and
relief. See § 42 U.S.C. 1060 7(c)(1)(D).

(4) the scheduling of each court proceeding that
the w itness is either r equir ed to a ttend o r is
entitled to atten d;

•

Arr ange for vic tims t o rec eive r easo nable
protection from suspected offenders and
persons "acting in concert with or at the
behest of the suspected offender[s]." 42
U.S.C. § 10607(c )(2).

The Department of Health and Human
Services (HHS) is a another unit that provides
much needed mental health services to terrorism
victims. Many local and state level agencies also
assist in providing services to victims.
Since terrorist crimes often involve large
numbers of victims, many agencies and VictimWitness personnel work together to help the
victims make the transition from the agency that
is investigating the criminal act to another that
has th e resp onsib ility to pro secu te the ca se. Th is
effort requires communication and coordination
skills on the pa rt of all p erson s invo lved. T his is
a cruc ial part in mak ing an d kee ping th e victim
informed.
New and innovative ways to combat
terrorism are emerging. The offices and agencies
that provide services to victims and witnesses
M A Y 2002

(2) the arrest of a suspected offender;

(5) the release or detention status of an offender
or sus pecte d offe nder ;
(6) the acce ptanc e of a g uilty ple a or no lo
contendere or the rendering of a verdict after
trial; and
(7) the sentence imposed on an offender,
including the date on which the offender will be
eligible for parole. See 42 U.S.C.
§ 1060 7(c)(3) (A)-(G ).
During court proceedings, Victim-Witness
Specialists ensure that the victim is provided a
waiting area removed from, and out of the sight
and hearing of, the defendant and defense
witness es. See § 10607(c)(4). After trial, the
victim is provided with notice of:
(1) the scheduling of a parole hearing for the
offen der;
(2) the escape, work release, furlough, or any
other form of release from custody of the
offender; and
(3) the death of the offender, if the offender dies
while in c ustody . See § 10607(c)(5)(A )-(C).
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Crim e victim com pens ation is availa ble in
all fifty states, the District of Columbia, U.S.
Virgin Islands, and Puerto Rico. These funds
provide financial assistance, such as lost wages,
medical care, and funeral and counseling
services if needed, to victims of crime. Out-ofstate compensation agencies provide financial
aid when all other means are exhausted.
The tragic loss of human life is the most
obvio us res ult of ter rorism . Terro rism a ffects all
of us b y influ encin g the w ay w e live o ur daily
lives, and by the choices we make when we
travel.
Tragedies like those in New York,
Pennsylvania, and Northern Virginia have
caused us to think about our priorities. VictimWitness Specialists are responsible for ensuring
that victims are given an opportunity to "come
back whole" and to receive appropriate services
at a time when they most need them. We cannot
allow victims of terrorism to be retraumatized.
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As we heal from the traumas of September
11, we must recognize the importance of those
individuals who sacrifice their lives, their time,
and their resources, by observing "National
Crime Victims’ Rights Week" April 21-27,
2002 . This y ear’s them e is "Br inging Hon or to
Victims of Crim e." �
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